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Encryption

Introduction

CSCIE 45a: The Cyber World—part A
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Learninggoals

* Understand the various
encryption technologies and

a

o a little bit of the history of
o encryption

u]

* Understand the two basic
types of encryption and what

a cryptographic hashis and
how itis used

¢ Understand digital
signatures, certificatesand
certificate authorities
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Introduction:this module

¢ This module deals with a
mixture of technology,

policy and operations
practice
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Topics (all required)

* Background

Basic concepts of encryption,

History of encryption, encryption
types
* Symmetric encryption

The history and technology of
shared secret encryption

* Asymmetric encryption
The history and technology of

public key encryption

* Encryption keys

Handling encryption keys
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Topics, contd.

e oph * Hashes
\ The technology and use of
bl cryptographic hashes
N * Digital signatures
-,‘?/ How digital signatures work to
protect information
1%% * Certificates
Scotts Public key Authenticating public keys
o3 .

B Public Key Infrastructure
. Certificate server structures
e The Law

Encryption and the law
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Encryption
Background

CSCIE 45a: The Cyber World—part A

Copyright ©Scott Bradner & Ben Gauchern 2015

Some terminology

The quick brown . Clea r-text
fox jumped over

the lazy dog The information un-encrypted
* Cipher-text
EA The information encrypted

* Encryption algorithm
A program to turn clear-text into

r{_0SG;{hnkpBi#

cipher-text
+_IFU>&TChVec

WGcIMZbr! ¢ Decryption algorithm
A program to turn cipher-text
into clear-text
DA

The quick brown
fox jumped over
the lazy dog
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Encryption: background

¢ Purpose:

Reversibly render material
unreadable by an adversary

* Mechanism:

Mechanical device whose
settings determine character

string transformation

Mathematical algorithm that
uses keys to determine character

string transformation

Knowledge of both algorithm and
keys is required

RSA algorithm

Copyright © Scott Brad ner &Ben Galcherin2015
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Encryption: history

* Hardware
’4"/‘0";{02. 400 BC: Spartan’s scytales
{6 50 BC: Caesar cipher

1795: Jefferson wheel
1920: Enigma machine

¢ Theory
1883: Kerchoffs' Principle

* Software
1976: Public Key cryptography

1977:DES
1991: PGP
1998:3DES

2001: AES

4 Copyright © Scott Brad ner &Ben Gaucherin2015

Encryption: vulnerabilities

* Brute force guessing of keys

harder, in general, with longer

keys
* Keyexposed

OpSec — operational security

Sl * Software bugs

5 Co. ,

§ 5 Faulty algorithms

* v - Flaw in design or back door

B, -
D s o B ¢ Faultyrandom number
generators
5 Copyright © Scott Brad ner & Ben Gaucherin2015.

Encryption: vulnerabilities, contd.

* Knowingsomethingabout
CILLY this is message 1 the text that was encrypted

CILLY another msg e.g., constant set of bits in separate
CILLY yet a different one messages

e.g., character probabilities in the

message language

Then analyzing multiple
messages encrypted using same

key

Alan Tuing
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Encryption:types
* Symmetric encryption
l D Same key used to encrypt as to
l i decrypt
K1 K1

* Asymmetric encryption

T D Different keys used to encrypt &
i decrypt

K1 K2

7 Copyright © Scott Brad ner &Ben Gaucherin2015
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Encryption
Symmetric encryption

CSCI E 45a: The Cyber World — part A
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Symmetric Encryption

* Same key used for

encryption and decryption

e Original encryption concept

used by Julius Caesar
[FTelcloTelF] and Captain Midnight ring

also Enigma Machine
and DES

encrypt

decrypt
and AES
= > »
plain text encrypted text plain text

same key

Copyright © Scott Brad ner & Ben Galcherin2015

OneTimePad

w * Theoretically perfect

encryption
* Because keyonly used once

No across-message patterns to

find

Copyright © Scott Brad ner &Ben Galcherin2015
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German Enigma Machine

* Used by Germanyin WWII

* Broken by Polish Cipher
Bureau

“break was biggest secret of war”
* Operation

Set “code of the day” in rotors
using dials

Press key to encrypt character
Resulting character is illuminated

Every keypress advances dials

So repeated key gets different
results

4 Copyright © Scott Brad ner &Ben Gaucherin2015

Data Encryption Standard (DES)

¢ US National Bureauof

Standards issued RFP for a
“Data Encryption Standard”

in1974
* One proposal from Horst

Feistel at IBM (Lucifer
cipher)

Developed to protect cash
dispensing machines

128 bit key

5 Copyright © Scott Brad ner & Ben Galcherin2015

DES, contd.

* NSAreviewed and changed

CSECURTy, Lucifer to use 56 bit key
o Some worried about NSA

changes adding vulnerabilities

Some worries were later dispelled,
but not key length issue

« NAT}
o1,
=
+ Aon?

KA

% &
ty
© stares o

The revised Lucifer adopted as
the DES standard in January 1977
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DES, contd.

* Data Encryption Standard
* 0Old US federal standard

¢ Symmetric system
< * 56 bitkey

| » Data encrypted in chunks of
64 bits

* Generallyusedin chaining
or feedback mode
Results of encrypting one chunk

used in encrypting next chunk
Special operation on 1st chunk

helps mask data repetitions

7 Copyright © Scott Brad ner &Ben Gaucherin2015

DES, breakability

¢ 1977 -Hellman described
$20 M machine to find DES
keys by brute force

Trying 256 possible keys, could
break one key per day

* 1997 -Goldberg & Wagner

proposed $45,000 cracking
machine using FPGAs

* 1998 - EFF built “Deep
Crack” DES key finder
Cost: $250,000

Found a DES key in 56 hours

Deep Crack showed that spy
agencies had been able to break

DES for quite a while

8 Copyright © Scott Brad ner & Ben Galcherin2015

DES, breakability, contd.

* 1999:NISTrecommended
triple-DES
DES only permitted for legacy

systems
* 2008:RIVYERA

PP T Brute force engine can find a DES

key in a day average
128 FPGA-based machine

292 B keys/sec
upto$13 M
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Triple-DES (3DES)

e Encrypt with DES key 1
* “Decrypt” result with DES

key 2
| w1 * Encryptresult with DESkey3

* Very strong,3x56=168
DS oot [€r— K2 independent key bits

| 3 Other keying options
With k3 =k1, 2 x56 =112

i

independent key bits
Backwards compatible with DES if
all three keys are identical (butno

better than DES, with 56 bits)

10 Copyright © Scott Brad ner &Ben Gaucherin2015

Advanced Encryption Standard (AES)

¢ a.k.a.Rijndael
* Selected by a public

competition to replace DES

Proposers tried to break
competitors’ proposals

Vincent Rijmen

¢ Canbeimplementedin
hardware or software

* Federal Standard
k : Effective in 2002 - FIPS 197

* No patents (in theory)
Joan Daemen * Multiple key lengths
128,192 & 256

* Not known to be breakable

11 Copyright © Scott Brad ner & Ben Galcherin2015

AES, contd.

e AES 128 Brute force: with 1M
CPUs: 1M X age of universe

* AES & US government rules

AES 128 —good enough for US
SECRET information

ey AES 256 —good enough for US
‘ ‘“jg'j:{ TOP SECRET information

=

(both assuming the implementation

(%
L* is correct)

* So AES should be good

enough for your data

* Note, weak point likely to be
key management
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Encryption

Asymmetric encryption

CSCI E 45a: The Cyber World — part A

1 Copyright ©Scot Bradner & Ben Gaucherin 2015

Asymmetric Encryption

¢ Uses two mathematically
related keys

Anything encrypted by one key
can only be decrypted by the
other

Works both ways
But can not decrypt with the key
used to encrypt

* Keys are large (2512 bits)

encrypt decrypt

> >

plain text encrypted text plain text

key A key B

2 Copyright © Scott Brad ner & Ben Galcherin2015

Asymmetric Encryption: history

e Early 1970s -secret workin
‘?@ ~ England - Government

H Communications
GCHQ! Headquarters (GCHQ)

British intelligence agency

focusing on signals intelligence
(SIGINT) and information
assurance

¢ 1976 - Whitfield Diffie &
Martin Hellman - proposed

Whitfield Diffie

idea of public key
cryptography and a method
for secure key exchange

Marin Hellman
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Asymmetric Encryption example: RSA
* 1978 -Rivest, Shamirand
Adleman (all at MIT)
published RSAalgorithm
MIT obtained patent - rights
Ron Rivest,Ad: St Len Aderman assigned to RSA, Inc.
SECURITY
4 Copyright © Scott Brad ner & Ben Gaucherin 2015

RSA Algorithm

sibiniper - * Product oftwo large (~*100

spO777i<X+d" IMLa™IN% digit) prime numbers used
OosXx++HMINIGSMOSIdS] 2 <o e o

$/=unpack(H"$_);
. * Mathematical manipulation
$_="echo

16dio\USK"SK$/SM$n\Es of this product produces the

NOp{IN"1 keys
IK[d2%Sa2/d0SMxp"|de ;s

MWilg:$_=pack('H™ J((..)*) Keys should be 1024 bits long or
$/) longer

* U.S. patents expired

09/20/2000

5 Copyright © Scott Brad ner & Ben Galcherin2015

Public key encryption

e Ause ofasymmetric
encryption

* Eachpersonhasa
asymmetric encryption key-

| (5 pair
t * Designate one keyasa

“public key”

* Designate the other keyasa

“private key”

6 Copyright © Scott Brad ner &Ben Galcherin2015
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Public key encryption, contd.

* Anyone can know the public

key
%Uﬂ The only useis to encrypt

m something that can only be

decrypted by the corresponding
Scott’s Public key private key

Anything encrypted with a private
key can only be decrypted by the

corresponding public key

* The private key must be kept

secret
7 Copyright © Scott Brad ner & Ben Gaucherin 2015
RSA Breakability
i * Depends on difficultyin
T factoringlarge numbers
m 1/U>\ * Canlengthen numbers used
z in future
Current recommended length is
2048-bits
¢ Canbe mathematically
shown not to have a trap
door
8 Copyright © Scott Bradner & Ben Gaucherin 2015

RSA Breakability, contd.

» Cannot be “proven” to be

unbreakable

“?“k‘“.“ But many have tried and fa!led
Except brute force: 250 digit RSA

key using 2700 years of processor
time using a cluster of thousands

of computers around the world

Processing required doubles for
each added 10 bits of key length

* Quantum research may
provide tool

Shor's Algorithm: non-linear

method of factoring composite

numbers - from 1994 by Peter
Shor
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Encryption

Encryption keys

CSCI E 45a: The Cyber World — part A
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Keys for encryption

¢ Publickeyalgorithmsare
more expensive (require
more computing)than

symmetric key algorithms

* So most public key systems

combine both publicand

HTTPS key . .
exchange symmetric key algorithms

2 Copyright © Scott Brad ner & Ben Galcherin2015

Creating a session key

« Diffie-Hellman can be used
tosecurelydevelopa
symmetric session key using

public key technology
Session key is secure even if

Whitield Diffie

message exchange is monitored
New key for each session - user

cannot find out old session keys
arn Helman * Use session key with

“agreedto” algorithm to
encrypt sessiontraffic

3 Copyright © Scott Brad ner & Ben Gaucherin2021
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Diffie-Hellman Key Agreement Protocol

* pandg are public,pisa

Al and Bohneee prime numberandgis a
to share a secret key
(S) without meeting base ofp

;I A?J * Alicechooses a secret

= number a which isless than

ga=g" mod p
-

p, and sends Bob g° (mod p)

gb=g" mod p

) * Bob chooses a secret
5‘”;’?‘ number b which is less than
p, and sends Bob g? (mod p)

dp)| =

* Secure because of difficulty
to be secure, p should . .
be at least 2048 bits of computing discreetlogs

of large numbers

4 Copyright © Scott Bradner & Ben Gaucherin 2021

Keys required: secret keys

e Issues with secretkeys
1/a key needed per pair of

(
Total # keys = —-veme correspondents
To keep a particular conversation
secret from others

Secret keys per 2/ must exchange keys in a
participant = n-1 secure way
To keep others from learning key

5 Copyright © Scott Brad ner & Ben Gaucherin2021

Keys required:secret keys

* 3 people need 3 keys to
privately communicate

* #secretkeys per participant
=2

&

6 Copyright © Scott Brad ner &Ben Galcherin2015
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Keys required: secret keys

* Five people need 10 keys to
privately communicate

e #secretkeys per participant
=4

e

« T

[

7 Copyright © Scott Brad ner &Ben Gaucherin2015

Keys required: secret keys

* 1000 people need 499,500
keys to privately

communicate
e #secretkeys per participant

=999

one for each of the other people

8 Copyright © Scott Bradner & Ben Gaucherin 2021

Keys required: public keys

e Each persononly needs a
Total #keys=nx2 single key-pair

1 “private key”
Secret keys per 1 “public key”

participant =1 ¢4 500 people only need

1,000 key pairs

e #secretkeys per participant
=1

i.e., only their own private key

9 Copyright © Scott Brad ner &Ben Galcherin2015
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Key Exchange:secret keys

* Must get key to other party
insecret

Can be quite a problem if there is
a risk of eavesdropping

* Manyschemes used over

the years (phonebooks, etc.)

10 Copyright © Scott Brad ner &Ben Gaucherin2015

Key Exchange: publickeys

* Public keyalgorithms
the “public key” is a non-secret

%Uﬂ Since it can only be used to encrypt
things for the “private key” to

So it’ s easy to distribute the key
needed to encrypt

e Buthow dolknow thatit’s

Scott's Public key

your key?
We will come back to this

question - certificates

11 Copyright © Scott Brad ner & Ben Galcherin2015

Random Numbers

* Good random numbers
required in cryptographyin

generating keys and digital
signatures

Random numbers also used in
TCP for initial sequence numbers

* Hardto get good random
numbers
RFC 4086 discusses randomness

requirements

12 Copyright © Scott Brad ner &Ben Galcherin2015
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Random Numbers, contd.

* Small biasesin a sequence
of “random” numberscan

provide a hook to discover
the key

+Some-werry-thatthe NSA
put a backdoorina NIST

random number generator

standard
13 Copyright © Scott Brad ner & Ben Gaucherin2015
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Encryption

Hashes

CSCI E 45a: The Cyber World — part A

Copyright ©Scott Bradner & Ben Gauchern 2015

Hash Functions

¢ Hash =short mathematical
summary of data

Fixed length hash values created
from variable length inputs

hash bf07223119077b4e76437a93986787ef

E

ash 30c£3d7d133b08543cb6c8933c29dEd?

ABCDEF HhashH £6674e62795£798Fe2b01b08580c3 Fde

z

abcfed hash 5ab557c937e38£15291c04b7e39544ad

11111 hash 77a319564621b96£al656224c67360ef

Copyright © Scott Brad ner & Ben Galcherin2015

Hash features

» “computationally
infeasible” to:

1/ Recreate original message
2h53h‘|ength knowing hash
2/ Make up new message that

produces same hash
Takes up to 2hashlength trieg

* Halfor more of the output
bits can change with a 1-bit
change onthe input

bf072e911907704e76437a93986787ef ‘

30cf3d7d133b08543cb6c8933c29dfd7

Copyright © Scott Brad ner &Ben Galcherin2015
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Hash Usein Communications

* Hashofmessageis
calculated by sender and

* Receiver removes hashfrom

message —»‘@ appended to message
}

message then computes
hash ofthe remainder of the
message

Hash
code

e If the hash valuesareequal
the message wasnot
modified in transit

i.e, ahigh quality checksum

4 Copyright © Scott Brad ner &Ben Gaucherin2015

Hash Usein Communications, contd.

* Alsoused byfile integrity
checkers

= ) Make and save hashes of
program files
Periodically take hashes of

program files and compare to
stored values

E.g. application: Tripwire
Commercial & open source
versions

5 Copyright © Scott Brad ner & Ben Galcherin2015

Keyed Hash Function

* Add asecret keytoinput
data before computing hash

* Receiver must add same key

to message before
computing hash of message
body

* Verifies sender because only
sender would know key

¢ Usedinmessage

authentication codes (MAC)

[Fey Trem T ‘message’ [ T e |

— _

THash oG

6 Copyright © Scott Brad ner &Ben Galcherin2015
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Keyed Hash Function, contd.

* No encryption done to make
or verify keyed hash

¢ Thus does not violate any
encryption controls

including export controls

7 Copyright © Scott Brad ner &Ben Gaucherin2015

Hash Algorithms

* MD5 - Message Digest5
(Rivest)

128 bit hash
Not recommended for new
applications

RonRivst * SHA-1 - Secure Hash
Algorithm

e&"‘cumn Developed by NSA
Published by NIST
160 bit hash - “souped-up

version of MD5”

NIST said to stop using SHA-1
before 2010

8 Copyright © Scott Brad ner & Ben Galcherin2015

Hash Algorithms, contd.

s, « SHA2 (SHA-256, SHA-384 &
5 SHA512)

Designed by NSA

Published by NIST
Federal standards - different hash

lengths
* SHA-3 competition selected

\ 4 Oct 2012
Xy “Keccak” selected to be SHA-3

after public competition
NIST: SHA-3 is a standard (FIPS

202)
Published August 5, 2015

9 Copyright © Scott Brad ner &Ben Galcherin2015
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Goals of attacks on hash functions

* Determine howtocraftan

22777?
input to produce a given
hash hashvalue
E.g., creating an input (e.g.,
50720911507 40704 program + virus) that would be
37293986787ef verified by an existing digital
signature

BE0T2e9119077b4e764 | o Determine what was hashed

37a93986787ef

E.g., finding out what password

was stored as a hash value

10 Copyright © Scott Brad ner &Ben Gaucherin2015

Producea given hashvalue

- * Major hash algorithms have
Z13F “« ”
* been “broken” in such a way

thatyou can createa given

hashvalue
SHA-0, SHA-1, MD4, MD5,

B

1190
372939867

HAVAL-128, and RIPEMD
* “Broken” means that we

have found a way to get
around the computational

complexity
NIST .

Nattonel mstitute of E.g., NIST: must not use
Standards and Technology SHA-1 after12/31/2014

U5, Depariment of Commerce

11 Copyright © Scott Brad ner & Ben Galcherin2015

Determine whatwas hashed

* E.g., passwords stored as
hashvalues
Common in UNIX, Active

Directory, databases for web
applications, etc.

* Dictionary attack —attack
that uses large collections of
known possible/probable

options to try them out
In this context compare the

hashed password you are trying
to “break” to pre-computed hash
values (e.g., rainbow tables) for

list of passwords people are
known to use
12 Copyright © Scott Brad ner & Ben Gaucherin2015
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Determinewhatwas hashed, contd.

* Salted orseeded hash:add
Pa$sWord
pseudo random valueto the

password before hashing to
raise the costofdictionary

Pa$$word

attacks
450efBeffch
1eb5f03d60caBd
13 Copyright © Scott Brad ner & Ben Gaucherin 2015
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Encryption

Digital signatures

CSCI E 45a: The Cyber World — part A

1 Copyright ©Scot Bradner & Ben Gaucherin 2015

Digital Signatures

* Need methodto be sure
thata messagecamefrom A

and has not been modified
Use a Digital Signature

i

Append to message before
sending

2 Copyright © Scott Brad ner & Ben Galcherin2015

Digital Signature, sending process

* Acomputes ahash ofthe
contents of the message

* Aencrypts thehash code
H with A’ s private key the
m ™ resultisappendedtothe

message

s Encrypting a hash with a private
key = “signing the message”

3 Copyright © Scott Brad ner &Ben Galcherin2015
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Digital Signature, checking process

* When it gets the message, B

= computes the samehash
lzl::: —L.__W, function on the body of the
= ‘M_r- message

* Bthendecrypts the received

i hash code usingA's public
key

¢ Ifthe hash codes match, the
message camefrom A and
the contents were not

altered in transmission

4 Copyright © Scott Brad ner &Ben Gaucherin2015

Digital Signature contd.

b

{os |
S

sender

Lrh

compare |—= valid?

receiver ﬁ_r

sender public key
Copyright © Scott Bradner & Ben Gatcherin 2015 5

Digital Signatures, Features

¢ Data integrit
If it's not grity )
acc rate, it Ensure that the data did not
gxfs's well change since DS created

* Data origin authentication
Only person with knowledge of

your private key could create DS
So | can be sureyou created it

Non-repudiation of origin

It could only Different way to say data origin
have come authentication

from Bill. I can show that it must have
been you who created DS
Unless you can show that your

private key was compromised

6 Copyright © Scott Brad ner &Ben Galcherin2015
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Digital Signatures, Legality

[T — * US Public Law 106-229
of the

Hai

A Federal law that says a contract

is not void just because a digital
signature was used on it

Does not require that everyone

accept digital signatures
Signed electronically (and with a

pen) by President Clinton

/ * Some states also have
4 enablinglaws

7 Copyright © Scott Brad ner &Ben Gaucherin2015

Digital Signatures, international

T we—+ The United Nations
Commission on

International Trade Law

uNCITRAL (UNCITRAL) adopted an

Model Law on

updated model law on
electronic signaturesin 2001

8 Copyright © Scott Brad ner & Ben Galcherin2015
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Certificates
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Certificates

* Ineedtofind out your

%Uﬂ public keytosend you a

m secure message

* Ineedto get your public key
Scott's Public key ina secure, non-forgeable

way
* You need to find out my

public key to authenticate
that the messageis from me

* You need to get my public
keyin a secure, non-

forgeable way

2 Copyright © Scott Brad ner & Ben Galcherin2015

Certificates, contd.

e Acertificate isa public key
with one or more digital

public key

signatures

signature Digital signature: hash of public
key encrypted with a particular

private key
» “signed” by someone or

some organizationyou trust

Personal knowledge or
Certificate Authority (CA)

3 Copyright © Scott Brad ner &Ben Galcherin2015
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X.5009 certificates

* X.509is ISOstandard for
digital certificates

Version

Serial Number

Types of X.509 certificates
Certificate Authority Certificates
User Certificates

Algorithm

Validity

Server Certificates
Subject

P ublic Key Info * Datain base certificate

Issuer Unique Id Version -X.509 version

i

Serial Number - assigned by CA
Algorithm — identifies hash and
signature algorithms used

Subject Unique Id

=

o

Issuer - name of CA
Validity - start andend of valid time
Subject - name of entity certificate

identifies

IS

Copyright © Scott Brad ner &Ben Gaucherin2015

X.509 Certificates

* X.509 v3 adds extensibility

Version
Senal Number * Extensions support usein the
iganw Internet
AlternativeNames (DNS or other
Validity names)

KeyUsage (limit functions
certificate can be used for)

e RFC 3779 adds IP information

Subject
Public Key Info

Issuer Unique Id

IP addresses
ASNs

Subject Unique Id

o

]
]
]

Copyright © Scott Brad ner & Ben Galcherin2015

w

Certificates, contd.

* e.g.,one of Ben’s PGP
certificate signatures

Search results for '0xf41b2de887e52625'

Type bita/keyID  or. time exp tine ey cupir

b 4096R.

30906 _
2013-05-06 T077-05:
3-08-06

3 aig 201
sig  AEBAITSH 2013-03-06

wub 40365704
aig abind 83

2013-03-05
2013-08-05 2017-08-05 []

* Note:Bensigned his own
certificate
To ensure integrity of public key

during signing process

6 Copyright © Scott Brad ner &Ben Galcherin2015
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Certificate Authority

e Atrusted third party-issues
[,g certificates for othersto use

e » CA process:

ticate Signing Catificats
Foquest (CBR) Autharty (CA)

0| | User creates public/private
il e l keypair
3 User sends Certificate Signing
B R J
G52 Request (CSR) to the CA
Includes public key (but not private
key)

CA verifies the sender’ s identity
& signs certificate

CA sends the certificate back to

the user

Copyright © Scott Brad ner &Ben Gaucherin2015

Certificate Authority, contd.
- ~ *» CA’spublic keymust be

known within user
community

100s of commercial CAs plus
industry, enterpriseand
personal CAs

Main difference is scope of the
trust of the CA

Multiple CAs have been hacked

or subverted

. * Browsersincludea list of
e_, Firefox “trusted” CAs

Firefox includes more than 200

Copyright © Scott Brad ner & Ben Galcherin2015

Whatdoes a Certificate Mean?

* Itmeansthata CAbelieves

some information aboutyou
What information depends

on whatis verified during
certificationprocess
Betsy Parker

Could be just aname, real or not
Harvard University .
bparker6723@harvard.equ  COUld include that you work for
Harvard University

Could say that you are a female
over 18 years of age

Copyright © Scott Brad ner &Ben Galcherin2015
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Trusting Certificates

* How much trust should you
putinto a certificate?

* Depends onthe processCA
used to verify your
information

Could be just that requester had
a credit card #

Name on credit card used in

certificate

Could mean you presented a
government picture ID

Current commercial processes

very mixed in quality

10 Copyright © Scott Brad ner &Ben Gaucherin2015

WhatCan You Do With a Certificate?

, ¢ With a Server Certificate

You can run a HTTPS web server

e With a User Certificate

You can identify yourself

You can send your public key to
someone so they can send you
encrypted messages or verify

| am Betsy signed messages you send them

Parker You can prove you are part of
some group if the CA only gives

signature certificates to members of the
group

e.g., Harvard employees

11 Copyright © Scott Brad ner & Ben Galcherin2015

Certificates Are Not Good Forever

* Whatcan go wrong?
Users forget their private key

passphrase
‘\@ Private keys get compromised

User gets fired from company
&6‘ and a certificate in the name of
g\q? user@company.com is no longer

2 ¢ X
g valid

CA can sign the wrong certificate

Qs"éé*g'v" CA can get hacked

¢ Thus, youneedto have a
way to checkifa certificate

is still valid

12 Copyright © Scott Brad ner &Ben Galcherin2015
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Certificate Revocation Lists (CRLs)

* ACRLisa list of certificates
N thatare nolongervalid -

-

sz s e.g., https://pki.treas.gov/crl_certs.htm

i e, ® Same problem as stolen
e e e ol

Need to know at the point of sale
that a card has been revoked

Now donein real time by
contacting a database via phone
orvia the Internet

Remember printed lists of bad
credit cards next to cash registers?

13 Copyright © Scott Brad ner &Ben Gaucherin2015

CRLs:Problems
* Needtochecka 3rd party

Thus certificate is not a stand-
alone identity verification

Need to find the CRL fora
particular CA

* CRL grows with little bounds

But do not need to list
certificates that have expired

* Large potentialliabilityif
wrong certificate islisted
Could cost millions of dollars

Requires very careful process
before listing certificates

14 Copyright © Scott Brad ner & Ben Galcherin2015

CRLs:Problems, contd.

* CRLshould be up to date

(2] Real-time imposes a
(,:f‘f performance penalty
. i o Denial of service opportunity

Since blocking CRL server should

stop business transactions
- Alternative —push list to browsers

* Online Certificate Status

Protocol (OCSP)
|IETF technology to validate the

status of an X.509 certificate

15 Copyright © Scott Brad ner &Ben Galcherin2015
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Unknown CAs

* How do you check the
validity of an unknown CA?
m Either, the CA public key is built

— . Y into browsers

Need to assume browser

Www'm developers used good process to
v get CA public keys
(...‘.‘:.‘::“ Does not happen with personally

created certificates

[Berasrsas] Or, a CA could have their
certificate signed bya ‘higher-
level’ CA

Or, trust it for some other reason
e.g., knowing the individual runnirg
the server

16 Copyright © Scott Brad ner &Ben Gaucherin2015
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Encryption

Public key infrastructure

CSCI E 45a: The Cyber World — part A
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Public key Infrastructure (PKI)

* Hierarchical infrastructureof
certificate authorities

Provides a chain of trust
* Find out the public key of

the highest level CAin some
special way

E.g., being built into the browser

2 Copyright © Scott Brad ner & Ben Galcherin2015

PKI Issues

* A PKlwould be good except

Need system that covers all
relevant users

Corporate-wide for corporate
applications

World-wide for general Internet

commerce

Liability issues: what could CA be
liable for?

Privacy issues: identity assurance
- how about anonymity?

Jurisdictional relationships: what

laws to follow?
Local CA procedures: how to
know what identity assurance

was used to create certificate?

3 Copyright © Scott Brad ner &Ben Galcherin2015
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PKI future
* Global PKI will not happen
soon
but many application-specific
PKls already exist
Self-Signed “Raot” Y|

Certificate | |ANA

Issued Certificates match—— '

allocation actions
.NIFU NIR2

Resource
Allocation
Hierarchy /_1— *\:

ISP1| ISP2 | ISP3 ISP4 ISP ISP |ISP

E.g., Resource PKI

4 Copyright © Scott Brad ner &Ben Gaucherin2015

Web-of-Trust

* web-of-trust - see
WWW.gnupg.org

You send me certificate signed by
someone | know

orwho | know would only sign

your certificate if he or she knew

Mt you were you

p

/

p

5 Copyright © Scott Brad ner & Ben Galcherin2015

Web-of-Trust Issues

* Canbe hardto find public
MITRGERA Bl key of random person

Some key repositories exist but
do you know any of the signors?
e.g., pgp.mit.edu

But not easy to find the right key
* No easy CRL function
e.g., Scott’s sob@harvard.edu

certificate in the MIT repository
is no longer valid
It is in an old, no longer supported,

format

6 Copyright © Scott Brad ner &Ben Galcherin2015
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Web-of-Trust, key signing

* Keysigning process can be
time consuming
See:

http://www.cryptnet.net/fdp/cry
pto/keysigning_party/en/keysigni
ng partv.html#foverview

7 Copyright © Scott Brad ner &Ben Gaucherin2015
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Encryption

The law

CSCI E 45a: The Cyber World — part A

1 Copyright ©Scot Bradner & Ben Gaucherin 2015

Lawand Encryption

¢ Encryption software is
officiallyillegal in some
countries

e.g., Russia, France, South Africa,
China & Ukraine

* Some countries will require

Py you to give your keys if
asked by law enforcement

* Asecretkeygets inthe way
of governments to find out
whatis goingon

Assertions that criminals can hide
behind encryption
Saying something different than

the government says is criminal in
some places

2 Copyright © Scott Brad ner & Ben Galcherin2015

Law and Encryption, contd.

 lllegal to export encryption
i;':" from the U.S. to some
INistratio, .
Resulions countries

Iran, North Korea, Sudan, and
Syria

Must get alicense or remove
encryption technology before
visiting

e Otherwise export for your
own use is OK

e.g., in your own laptop when
you are traveling

3 Copyright © Scott Brad ner &Ben Galcherin2015
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Lawand Encryption, contd.

e emsee o Other export (e.g., products)
is controlled

But much less than it was

Used to be that only systems
with a max 40-bit key could be

2.0F THE EAR

exported
Somehow assuming that non-US
folk did not understand

TS (TEM £ NOT CONTROLLED.

cryptographic technology

EAR fowchart-U.S. DoC

4 Copyright © Scott Brad ner &Ben Gaucherin2015

Key Escrow

* Save copy of private key (or
symmetric key) with

“trusted” thirdparty
* Forbusiness

backup/continuity

Recover from accountant getting
“truck fade”

* Forlaw enforcement

Government able to decrypt
everything

In theory, only with acourt order

e.g., Clipper?

5 Copyright © Scott Brad ner & Ben Galcherin2015

Key Escrow, contd.

e Clipper
Proposed hardware & process to

escrow encryption keys for all
communications in U.S

Underlying assumption: no way

for bad guys to get non-clipper
encryption technology
Unwarranted assumption

* Constanttension between
governments & citizens

* Note:ifprivate key is
escrowed

Court can not trust signed
messages

6 Copyright © Scott Brad ner &Ben Galcherin2015
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Commerce & Network Security

* Today, too much of the
world economy depends on

good encryption
All web commerce

% of people using e-commerce inter- and intra-business

communication

* Businessesneed to know

their communicationsare
private from hostile powers

back
QP B * Any backdoorcan, in
theory, be exploited by
others
7 Copyright © Scott Brad ner & Ben Gaucherin2015
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Encryption

Conclusion

CSCI E 45a: The Cyber World — part A
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Summary

* Encryptionis used to hide
informationin plainsight

* Symmetric encryptionis
strong but the keys are hard
tomanage

* Asymmetric encryption is
also strongand takes more

power but the keys are
much easier to manage

* Creatingsessions keys with
Diffie-Helman is useful math
magic

2 Copyright © Scott Brad ner & Ben Galcherin2015

Summary, contd.

e Cryptographic hashes playa
critical roleand arenot
export controlled

* Digital signaturescanprove
who senta message and tell

if it has been modified
* lcanuse a certificate to tell

you my public key
* |cangetyourcertificate
from a PKI

* Thereis atension between
the use of encryption and

the law
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