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Protecting the infrastructure

Introduction

CSCI E 45b: The Cyber World—part B
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Introduction:learninggoals

* Understand the typesof
threats thatuse the Intemet

o
o for connectivity
g * Understand some of the

threats to the Internet and
some of the approaches the

US government has used to
try to reduce them

* Understand denial of
service types of attacks
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Introduction:learninggoals, contd.

¢ Understandthe
vulnerabilitiesin the

g Internet routing system, the
o the threats to it and ways to
o mitigate the threats

¢ Understandthe
vulnerabilitiesin the domain

name system, thethe
threats to it and ways to
mitigate the threats
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Introduction:learninggoals, contd.
* Understand the difficulties
presented by emergency

S communications using the
a Internet
o
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Topics

— _* Threats via the Internet -R

4 Espionage, theft, disruption &
Fy Fi extortion

o . Some contributing factors

e Threats tothe Internet—R

”‘.3_ Threat mitigation approach used
4 -
(a8 \”\‘ ,‘;:‘ in the telephone network
E = :
,};‘:_‘ B =0 The dlfferent_types of threats to
b o G the Internet itself

U.S. government efforts to

mitigate threats to the Internet
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Topics, contd.

¢ Denial ofservice attacks -R

The technology behind aDoS
attack

DosS targets
* Internet Addressing 101,

Routing101-0

Review of Internet routing and

~ addressing
Shiﬂl.‘m * Threats to routing—R

SNMP . . e .
\4 Disruption, Falsification, stress
TCP

Mitigation approaches
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Topics, contd.

ONSSE- * Threats to DNS-R

DoS threats to root servers &

G5 )
Q{/ . /'I i mitigation design

s x o Threats to DNS resolving process
ECURE;M....S & mitigation technology
Emergency communications
-R
Citizen to government
EMERGENCY|
Y/ Government to citizen

Government to government
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Protecting the infrastructure

Threats viathelnternet

CSCI E 45b: The Cyber World—part B
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Threatvia thelnternet

¢ Internet providesan attack
path

From anywhere to anywhere
* Threats
Espionage & theft

e.g., NSA, industrial, political &
military secrets
e.g., personal information

Disruption

e.g., reprogram industrial
controllers

Extortion
e.g., threat to do the above

For monetary or other reason
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Threats viatheInternet, contd.

* We covera lot of threats
over the Internetin other
modules

* Beyond phishing, DDoS,
—— _ hackingbanks, and other

Internet-y things, the

¥ ¥ Internet also providesa
r control path for many

W industrial, physical control
systems

SCADA (Supervisory control and
data acquisition) controllers

particularly vulnerable

3 Copyright © Scott Brad ner &Ben Galcherin2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Power Systemas an Example

* Power plant controllers

\‘E %d’sflb. ]\'. (e.g., SCADA) are connected

to the Internet

Makes management “easier”

The System has been o @ g Sjemens Power Plant
designed to perform all .

power plant automation Automation

tasks: turbine control, Web-based interface

boiler control including

. Can control from “virtually
boiler protection,

anywhere”
balance of plant (BOP)

and integration of third  © A Major risk, even ifthe

party systems, such as security was good
gasification islands in

IGCC applications.’ Which it is not

SIEMENS
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Power Plant Controllers, contd.

* Acontrollercanbe
reprogrammed to cause a
controlled deviceto self

destruct
e.g. Stuxnet

e The Aurora Project showed
that power generators could

be made to selfdestruct
Note: big power generators are

no longer made in the US— they
are made in China & India
And can take years to be delivered

5 Copyright © Scott Brad ner & Ben Galcherin2016

Power Plant Controllers, contd.

* Chinese hackers are

attacking USinfrastructure
What if: these hackers

reprogrammed controllers to
wait for a signal to destroy the

generators

“Manchurian controllers”
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Power Plant Controllers, contd.

* America the Vulnerable

(Brenner) paints such a
scenario

Brenner recommended (in
Sept. 2011):

JoelBrenner

Creating industry standards
blocking connecting
infrastructure controllers directly

orindirectly to the Internet

And federal regulations requiring
power companies disclose any

connections in their SEC filings

Copyright © Scott Brad ner &Ben Gaucherin2016

Power Plant Controllers, contd.

* Note:itis likely far too late

to prevent compromising
f the controllers

But it may not be too late to

> prevent the activation

Copyright © Scott Brad ner & Ben Galcherin2016

Data

e Fartoo much datais

,"III‘.‘-, \ accessible to fartoo many
| Al people

II‘.:E'E &}L

e.g., Manning & Snowden - Why
should they have had the access
to all the information?

(Why was there no alamm for large
downloads?)

Copyright © Scott Brad ner &Ben Galcherin2016
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Data
* e.g., corporate America
A: Too much data
o Why store millions of SSNs or credt
APMorgenChae  TARGET card numbers?
5=l B: Too little

compartmentalization

Company president & mail room
clerk do not need direct access to

i corporate secret data
RSA How was the RSA attacker ableto
leverage access of an admin

assistant to find and steal customer

\‘E \‘“.,\ seed files?

Copyright © Scott Brad ner &Ben Gaucherin2016

Data, contd.

¢ All majorindustriesunder
relentless attack

* To find & steal industrial

secrets
e.g., Chinese hackers

Against Google & 33 other
companies

Against RSA and 760 other

companies

e.g. Russian hackers
Against Citibank

e.g., French espionage

Provided discovered secrets to
French companies

(SECUR

e.g., NSA

11 Copyright © Scott Brad ner & Ben Gaucherin 2016

Lessons

* If the data or control is
accessible viathe Internet, it

will be accessed

It is only a matter of time &
perseverance

The hackers are getting very, very
good

Software is not getting much
better

* Compartmentalize!
Needs-based access
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Lessons, contd.
* Isolate!
An air gap helps
But does not cure people (e.g.,
Stuxnet)
Potable water
Jairgap
“food-level
Non-potable
fluid
13 Copyright © Scott Brad ner & Ben Gaucherin2016
Imagecredits
Slide#  credit
2 https:/en wikipediaorg/wiki/N ational_S ecurity A gen cy
3 https://en.wikipedia.org/wiki/Nu clear_power plant
4 http://www. us/ en/autom -gener ation/sppa-

products/sppa-t3000.htm

5 httpy//therunagatesclub blogspot.com/2007/09/aurora-cyber-attac k-destroyed-
million html

6 http://www .amazon.com/The-Manchurian-Candidat e-Sp eci al-Edition/dp/B00020X88Y

7 httpy//www streetnewsserviceorg/news/2011/may/feed-278/in-cyberspy-vs-
cyberspy, china-has-the-edgeaspx
10 target - httpsy//commons.wikimediaorg/wiki/F ile Target_logo.s vg

jo morgan - http: I ter-vs-jp-morgan-chase/

rsa - httpsy//commons.wikimedia.org/wiki/ Fil eR SA_Security lo go.svg
11 China - httpsy//commons.wikimediaorg/wiki/F il eChin a-outlinepn g
Russia - http://andrewmonaghan.net/

France - httpy//www france-pub.com/emap3 htm
nsa - https//en wikipediaorg/wiki/National _Security_Agency

12 http://www pivotaladvisors.com/blog/2p=168
13 http://www.mymaws.com/indexphp/cross-connections
14 Copyright ©Scott Bradner & Ben Gaucherin 2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Protecting the infrastructure

Threats to the Internet

CSCI E 45b: The Cyber World—part B
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Threats to the Internet

e AttackInternet
infrastructureservers

e.g., DNS, whois
* Attackrouters

e Attackrouting
eg., BGP

* Attacklinks
e.g., DoS attack on router ports

2 Copyright ©Scott Bradner & Ben Gaucherin 2016

Old Phone System

¢ Regulations and industry
groups ensured reliable

k ! design and operation of old
AL = phone system
e.g., Network Reliability and

Interoperability Council (NRIC)

* Multiple levels of
redundancy

e.g., batteries and generators
(and generators)

# + Regulations ensured money
4 tofund redundancy, etc.

But even that is not perfect

Human failure at Hinsdale, etc.
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Old Phone System, contd.

. Future of reliability is
uncertain as the phone
system moves more to an

unregulated model

no profit guarantee may impact
design & operation

* Old phone system:
Assumed a closed & protected

network
Almost no security in the

ATeT

protocols themselves
e.g., Signaling System 7 (S57)
Now big security threat with

Internet replacement

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Internet

P * Most developed countries
v o are dependentonthe
e proper functioning of the

¥~ Internet

e matns mens powien -2 BUT the Internet grew up

unregulated
With no profit guarantees for

extra cost of reliability

* Inherently redundant
topological design

Except for tail circuits
e.g., single underwater cable for

\ all of Pakistan in 2005

Pakistan cables -2015

5 Copyright © Scott Brad ner & Ben Galcherin2016

Internet, contd.

* In-band controls can expose
st b controls to attack

mem—n Original infrastructure
technologies not designed
with security in mind

And in some cases, it was a
conscious choice: e.g., IP

IETF standards since 1994 must
address security

RFC 4271 BGP4 2006
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Internet, Pre9/11

* General government
concern but noreal action

* NRIC started discussing
\ M) Internet “bestpractices” for
a

ARARY W] reliability
But little participation by ISPs

7 Copyright © Scott Brad ner &Ben Gaucherin2016

Internet, Pre9/11, contd.

* BigISPs felt redundant
topology would survive

significant attacks
They were right

=== e Small ISPs could not afford
Internet physicallayer to WOrry a bout |t

8 Copyright © Scott Brad ner & Ben Gaucherin2016
Internet, Post9/11
* Apushatthe USFederal
- level to worry about
terrorism just about
Lisaes ptrean everywhere
SECURE )
CYBERSPACE * Includingthe US cyber
s infrastructure

® Task force produced “The
National Strategy to Secure
Cyberspace ”February 2003

Directions but no teeth

©
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Internet, Post9/11, contd.

AGAInsT ° Cybersecurity czar
: appointed

ENEMIES

Richard Clarke - was president
Bush’s counterterrorism
coordinator at the time of 9/11

Richard Clarke Later resigned when DHS was
formed and cybersecurity did not
get as much attention as he

wanted

10 Copyright © Scott Brad ner &Ben Gaucherin2016

Internet, Post9/11

* President Obama named
Howard Schmidt to be US
Cybersecurity Czar on Dec

22,2009
A number of people had turned

down an offer of the job
Howard Schmidt ‘responsibility without authority”

¢ Schmidt was an advisor to
President Bush & chief
security officer at Microsoft

e Butlittle agreement on
what the job actually means

¢ Schmidtresigned May 2012

11 Copyright © Scott Brad ner & Ben Galcherin2016

Cybersecurity Czar, contd.

* Replaced by Michael Daniel

Special Assistant to the President
and Cybersecurity Coordinator

“leads the interagency
development of national

cybersecurity strategy and

“ensures that the federal

MchaelDanid  government is effectively
partnering with the private
sector, non-governmental

organizations, other branches
and levels of government, and
other nations.”

* Role eliminated 2018
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Cybersecurity Czar, contd.

e Chris Inglis confirmed June
2021 as National Cyber
Director

Special Assistant to the President
and Cybersecurity Coordinator

“The National Cyber Director
chisigis  S€rves as a principal advisor to
the President on cybersecurity

policy and strategy, and
replaced by Harty . urity engagement with
Coker, Jrin industry and international

December 2023 stakeholders.”

12a Copyright © Scott Bradrer &Ben Gaucherin2022

Strategy to Secure Cyberspace-2003

* Objectives
Prevent cyber attacks
Reduce vulnerability to attacks

Stiategic Objectives

Minimize damage and recovery
time from an attack

Create cybersecurity response
system

ﬁ'\.‘f Il:;&_'{ﬁ", \ - priorities
\=

e Create security threat and
vulnerability reduction program

Create security awareness

program
Secure government cyberspace
National and international

cybersecurity cooperation

13 Copyright © Scott Bradner & Ben Gaucherin2022

VulnerabilityReduction Program

* Secure Internet mechanisms

\ Improve security and resilience of
- -,-Iqll \ key protocols
". 1 F'\ 'lil'__ | 24 Use IPv6, secure DNS, secure BGP
I'll‘,.'. - Improve routing
!

Address verification, out of band
management

Improve management

* Fostertrusted control
systems

* Reduce software
vulnerabilities

* Understand infrastructure

independence
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Federal Efforts

* CMU CERT continuing

@ Paid for by US government
&= Software Engineering Institute Formed in 1989 after Morris
Carnegie Mellon WOrm
Now close relationship with DHS
& US-CERT

* Mostly known for releasing

information about software
vulnerabilities

But not until vendors fix them

15 Copyright © Scott Brad ner &Ben Gaucherin2016

Federal Efforts, contd.

ST * Some work was done in NRIC
Network Reliability and

Interoperability Council (NRIC) not
renewed after 2005

Replaced by Communications

Security, Reliability and
Interoperability Council
(CSRIC) in 2007

Renewed every 2 years — current:
CSRIC VIl

6 working groups, e.g., NG 9-1-1
* FCC advisory group

* Industry led development of
‘voluntary Best Practices’

16 Copyright © Scott Bradner & Ben Gaucherin2022

Federal Efforts, contd.

* President Biden signed a
Cybersecurity Executive

) Order 12 May 2021
= EO 1428

N many provisions including
t improve security of US
PresidentJoeBin  government systems
using government purchasing power

$70 B IT purchasing
improve incident response
IT providers must reportissues

private sector shareinfo with
government confidentially

push security info on products

17 Copyright © Scott Brad ner & Ben Gaucherin2022
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Federal Efforts, contd.

* Core agency: Cybersecurity&

Infrastructure Security
Agency (CISA)

Within Department of Homeland
Security

Established Nov 2018

Current Director: Jen Easterly
Budget: $3.16 B
includes US-CERT &

StopRansomware.gov

CISA works with partners to defend

against today’s threats and
collaborates to build a nore secure
and resilient infrastructure for the

Jen Easterly future.
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Federal Efforts, contd.

* Historically voluntary

guidelines
developed in cooperation with

industry
Startingto become
mandatory

e.g., July 2021 pipeline security
regulations

announced but not made public
WaPO got a redacted copy via FOIA
pushback from some in Congress

wanted less direction

- * Revised & rei d
“?“ﬁ“.“ Ia(i\:rse reissued a year

19 Copyright © Scott Brad ner & Ben Gaucherin2024.

Protecting Network Infrastructure

e Threats

Brute force denial of service
(DoS)

SN Disrupting core network services
i Routing

Domain Name System (DNS)
Disrupting control systems
Disrupting network users

Emergency communications

Control systems for non-network
infrastructures

e Threats applyto both
enterprise andInternet

22 Copyright © Scott Brad ner &Ben Galcherin2016
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Clean Living

* Ingress filteringatborders

Idea #1: Ingress Filtering

ISP: discard incoming packets

y— with source addresses outside of
customer ranges

Enterprise: discard packets with

source addresses within
customer ranges

Filter out all packets using private
replaced by addresses or other non-routed

RFC 6890 addresses (RFC 5735) (bogon

addresses) going across the

border
23 Copyright © Scott Brad ner & Ben Gaucherin2024

Clean Living, contd.

* |ISP:use static routing where
static route /\/\/\ feasible

t0 128.103/16 \

rouepropagaed | (i.e., do not accept routing
{ updates from customers)

12810316\ ISP |

o

customer network

24 Copyright © Scott Brad ner & Ben Gaucherin2016
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Protecting the infrastructure

Denial of service (DoS) attacks

CSCI E 45b: The Cyber World—part B
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Denial of Service (DoS)

* Multiple attacks
Disrupt access

Overload network link
201 CMR 17.00: STANDARDS FOR

THE PROTEGTION OF PERSONAL Overload service
INFORMATION OF RESIDENTS OF
THE COMMONWEALTH

ios compuersymumsecurty  » - Ajm of a DoS attack s to
o ‘
a securty system covering s interrupt use

computers, including any wirsless

system, that, at a minimum, and to the i.e., deny service to a user

extant tochn cally loasioie, shal havo

o ckoning elements Low effort example

(@) blocki o identificatior .
e Mount password guessing attack
gain access or the imition piaced on

o e s on account protected by an
automatic lockout on bad guesses

User denied access to their account

Copyright ©Scott Bradner & Ben Gauchern 2016

DoS, Overload Link

* Flood a network link with

more trafficthanitcan
handle

* Forexample, bya
[ distributed DoS attack

Traffic from many sources (e.g.,
E] hijacked PCs) addressed to flow

e though a target link
e.g., Microsoft DNS servers in
2001
3 Copyright © Scott Brad ner & Ben Gaucherin2016
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DoS, Overload Link

. )
attack of 71 million Blocks all types of traffic on

requests per second link
Feb 2023 Basic network functioning
can be maintained if control
[ trafficis set to have ahigher
[ AN priority

g_' PUERIC BJ But that provides an attack
2\ opportunity
Be sure to strip any devated

priority bits on ingress to the
network

* Business opportunity for

mitigation services

4 Copyright © Scott Brad ner &Ben Gaucherin 2023

Disrupting Support Services

EIEEEEETS .  Some services must run for
network to work correctly
A-rootQuery Vdume(Miday) e.g., routing, DNS, NTP

sM

am * Well planned disruption
could (in theory) make

Internet unusable

* Fewdetermined attacks in
the past

* Some protections have been
added

e ol

1153015

5 Copyright © Scott Brad ner & Ben Galcherin2016

Disrupting Support Services, contd.

s iesemss. * Note that the bad guys need
the net to be workingin
orderto be able to

communicate

But that does not mean arogue
group will not attack

6 Copyright © Scott Brad ner &Ben Galcherin2016
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Protecting the infrastructure

Internet Addressing 101, Routing 101

CSCI E 45b: The Cyber World—part B
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Internetaddressing 101

2 Copyright © Scott Bradner & Ben Gaucherin2016

Internet Addressing 101
* Top level: IANA
@ Allocate big blocks of addresses
ma (address prefixes) to Regional
ntermet Assigned Numbers Authority Internet Registries (RIRs)
— mreser 5 RIRs, each with own geographic
nﬁ}_ territory
b ‘:’ * RIRs allocatesmaller
’ ~. ™. address prefixesto ISPs
And to some multi-homed end
sites
‘ G °ISPs allocate address
©, > prefixes to customers
™ ‘ Some customers can be smaller
e@ ISPs
Oo
3 Copyright © Scott Brad ner & Ben Gaucherin2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

Autonomous System (AS)

* AS numberusedtoindicate
routing entity

* InBGP4, a routingentityis a
BGP speaker

ISP or multi-homed enterprise
¢ Allocated by RIRs

* To BGP4, the Internetis a
collection ofinterconnected

ASs

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Address Filtering

* BigISPs filterincoming
routing advertisements
Only accept prefixes that meet

business, policy or security
criteria
e.g., discard advertisements for

non-egit (e.g. private) addresses
* Some use the routing
registry

ISPs list their routing policies &
prefix announcements

o Volunteer effort

* No sure wayto know ifa
routing advertisement is

legitimate
5 Copyright © Scott Brad ner & Ben Gaucherin2016
Routing 101
6 Copyright © Scott Bradner &Ben Gaucherin2016
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Internet Routing 101

=, Thelnternetis a collection

= =

of networks interconnected

with “routers”

* Routers use the “layer 3”

addresses (IP addresses) to

decide how to forward data
Application packets towards a
destination
Transport
Network @
EEE— Layer 3
Link

7 Copyright ©Scot Bradner & Ben Gaucherin 2016

Internet Routing 101, contd.

* Routers exchange

- _E reachability and topology

information using routing
protocols
ﬂ Information includes address

“prefixes” - address ranges

8 Copyright ©Scott Bradner & Ben Gaucherin 2016

Routing

* Two basic types of routing
—— protocols

— -
) l ' , Interior gateway protocols (IGP):
J 4 within an organization
o : e

e.g., RIP, OSPF, IS-IS

Exterior gateway protocols (EGP):
between organizations
e.g., BGP4

* Different trust and security
environments

IGP: within single trust and
security environment

EGP: between trust and security

environments

9 Copyright © Scott Brad ner &Ben Galcherin2016
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Routing: Change Notification

* Routeradjacentto change
informs its neighbors of

changes

* Information propagates
throughout network

e Otherrouters adjust tables
based on newinformation

10 Copyright © Scott Brad ner &Ben Gaucherin2016

Routing: Finding Routers

* RIP/OSPF/IS-IS (IGPs): auto
discovery

Finds other routers on the LAN or
on direct links and starts
exchanging routing information

* BGP4 (EGP): manual
configuration

Not restricted to same LAN or
direct links

Only interacts with other routers
listed in configuration files

Security advantage

11 Copyright © Scott Bradrer &Ben Gaucherin2016
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Protecting the infrastructure
Threats to routing

CSCI E 45b: The Cyber World—part B

Copyright ©Scott Bracher & Ben Gauchern 2016

Routing: Threats

? ¢ Disruption
o Disrupt routing protocol

communication

e.g., kill BGP-4 inter-router sessions

* Falsification
Ynu Tube Inject false information - e.g.,

Pakistan & YouTube

e.g., claim you own a prefix that you
do not own

e.g., claim that you know how to
reach a prefix that you do not

e Stress

Overload adjacent routers
e.g., send too many prefixes

2 Copyright © Scott Brad ner & Ben Galcherin2016

Routing: Weak Points

» * Fordisruption

Router to router communications
\ '&SNMP

Management station to router

communication

* Forfalsification

Prefix origin authentication

Was prefix properly allocated to
this site?

Prefix origin authorization
Is ISP authorized by owner to

originate this prefix?
Router authorization
Is router authorized to forward

prefix?
3 Copyright © Scott Bradner & Ben Gaucherin2016
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Routing: Protection From Disruption

* Secure router-to-router

? \ il communication
‘;p\a

with FIN bit on in them with
forged source address - kills
session

‘% e.g., threat: send TCP packets

BGP forgets all routes learned
through killed session

e.g., TCP Authentication Option -

used with BGP4

TCP option that adds message
authentication code to TCP packets

Usually keyed hash
Forged packets are discarded

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Routing: Protection From Disruption, contd.

¢ Secure router-to-router

- - communication, contd.
e.g., solution: make router
Net 10 addresses interfaces externally unreachable

Use private addresses, add filters to
permit known sources only

* Protectagainstinterface

failure
e~ Useloopback address for
LA | management
Toee ™ s An address for the router itself,

rather than an address of a
particular interface

5 Copyright © Scott Brad ner & Ben Galcherin2016

Routing: Disruption, contd.

¢ Secure management station
to router communication

Use SNMPv3 - secure SNMP
S N M P3 Use SSH - individual secure login
v Use loopback address for
management traffic

Filter in router for management
station source address

Filter out at border any traffic to
router loopback addresses

6 Copyright © Scott Brad ner &Ben Galcherin2016
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Routing: Disruption, contd.

* Verify router configuration

RANCID files

R_“"V AWQSO“!“ New Retrieve files nightly and

Cisco conflg Differ compare to master copy in
database

Check for technician-made or
hacker-made changes

* Filter out packets which can
cause high processingloads
e.g., packets with IP header

options
* Rate control processing of

management packets
e.g., pings to router ports

Copyright © Scott Brad ner &Ben Gaucherin2016

SecureInter-Domain Routing

* |ETF working group (sidr)

ha "« Improve security for
i interdomain routin
1 ETF 8

* Provide assurance of

legitimacy of routing
information

(i.e., not securing communication
channel between two routers)

* Making progress after many
years of IETF stalemate

Copyright © Scott Brad ner & Ben Galcherin2016

SIDR, parts

Function-specific PKI
For routing infrastructure

Signed routing objects
Entity can verifiably assert

ownership of addresses or ASs

Owner of address prefix can

authorize an AS to advertise the
prefix

== * Distributed repository

'%' - system

\’ - Hold information to support PKI

Hold signed routing objects

Copyright © Scott Brad ner &Ben Galcherin2016

© 2016 Scott Bradner & Ben Gaucherin. All rights reserved.



For use by students in Harvard Extension School CSCI E-45b only. Do not copy.

SIDR, RPKI

Resource Public Key
Infrastructure
PKIfor Internet number

resources - IP addresses or ASs
Resource Certificates: attest

f£42d st toanallocation
- Issued by allocator of resource

Bind public key to resource

CA certificates: allocating entity
assertion of allocation

End-Entity certificates: public key
used to validate ROAs and
manifests

10 Copyright © Scott Brad ner &Ben Gaucherin2016

SIDR, RPKI, contd.
. * Route Origin Authorization
ROA: Permit AS11 to
originate 128.103/16 (ROA)
Digital signature Resource holder authorization
for AS to advertise prefix(s)
* Manifest
Signed list of published signed
objects
11 Copyright © Scott Brad ner & Ben Gaucherin2016

SIDR, RPKI: CA Certificates

* |ANA provides CA
IANA ope .
certificates for allocations to

PR
ARIN | [RIPE |- lm‘ RIRs
l\N * RIRs provide CAcertificates

ATT | [ o3 |- [navara| fOT allocationsto ...
<N

Where “...” is ISP, end site or

Site 1 ‘ Site 2 ‘ local Internet registry, etc.

* ISPs provide CAcertificates
for any allocationsthey do

* Subject name in certificate is
unimportant

Must be locally unique

12 Copyright © Scott Brad ner &Ben Galcherin2016
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SIDR, RPKI:ROA

* Contains one ASand a list of

ROA: Permit AS11 to address prefixes

originate 128.103/16

Means that AS is authorized to
advertise those prefixes

* Signed by private key

Digital signature

correspondingto pubic key
in a EE (End-Entity)

certificate
e Onlyvalidif EE certificate is
valid

Revoking EE certificate revokes
ROA

Validity time: several months

13 Copyright © Scott Brad ner &Ben Gaucherin2016

SIDR, RPKI: Repositories

* Made up of distributed

ANA databases
« Each registry will maintain

ARIN | | RIPE |- |aPNIc| databasecontaining all CA

and EE certificates

Level 3 -‘-icnmcasl associated withthat registry

Each ISP will maintaina
databasecontainingallCA,

EE and ROAccertificates
associated withthe ISP

¢ Public databases

14 Copyright © Scott Brad ner & Ben Galcherin2016

SIDR, First Phase

* First phase only provides
ROA: Permit ASLL (0 origin prefix authentications

originate 128.103/16 . .
2 and authorizations

Digital signature . .
i.e.,, that a prefix was properly

allocated & the origin ASis legit
Does not validate AS path

* Further work now underway

15 Copyright © Scott Brad ner &Ben Galcherin2016
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Routing Threats, Insider

* Insiders can cause major
problems

On purpose, or by accident

* e.g.,AS 7007 case (04/97)

L Deaggregated and re-advertised
mal entire Internet routing table

Overloaded routing tables on

peer routers
May have been “simple”

misconfiguration ora bug
ISPs now filter for max number of
prefixes from a peer

16 Copyright © Scott Brad ner &Ben Gaucherin2016

Routingthreats - software

* Routers have large and
complex software systems

¢ Thus, theyare subject to
software bugs

¢ E.g., vulnerabilities to
malformed packets

[+ SECURITYWEEK _

{3} Cisco Routing Systems Vuinerabie to Malformed
it

17 Copyright © Scott Brad ner & Ben Galcherin2016

BGP Security, How Biga Problem?

* Congressionaltestimony
‘take down netin 30 min’

e Assumed using TCP resets

on BGP sessionson public
peering points between ISPs

Spoof packet mustinclude
correct src & dest addresses, src
& dest port and sequence #

Can loop trying different
combinations

18 Copyright © Scott Brad ner &Ben Galcherin2016
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BGP Security, How Biga Problem, contd.

* But most ISP peeringis
private
And packet filters ensure packets

Internet Backbone

are coming from correct physical
link

Use of TCP Authentication Option
means attacker would have to
know secret key

* Guessing would take enough
time for attackto be seen
and blocked

19 Copyright © Scott Brad ner &Ben Galcherin 2016
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Protecting the infrastructure

Threats to DNS

CSCI E 45b: The Cyber World—part B

1 Copyright ©Scott Bracher & Ben Gauchern 2016

Domain Name System (DNS) 101

* DNS translateshuman
friendly alphanumeric, case

insensitive names into IP
addresses
Long lived DNS names into short

lived IP addresses
* DNSis a hierarchicalsetof
distributed databases

13 root name server

addresses //
L
edu org .net jp fr .arpa .us .com
N VAN
SN

harvard.edu  mit.edu N |
i wsj.com ibm.com

newdev.harvard.edu
name servers for each domain have a database of next lower level entries

2 Copyright ©Scott Bradner & Ben Gaucherin 2016

DNS, Root Servers

JR— * Contents ofroot name
server databaseis pointers

to servers for “top level
domains”-e.g., .com
Database maintained by IANA

3 Copyright © Scott Brad ner &Ben Galcherin2016
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DNS, RootServers

* Onlyspace in DNS packet for

13 IP addressesofroot
name servers

But single IP address can be
shared by many servers
Called “anycast”

Anycast address injected into
routing system at multiple
locations

Packets routed to “nearest” one

Servers located allover the
‘w“ﬁ“.“ world

The 13 root servers are mirrored
in more than 1754 actual servers

2023-09-27

Copyright © Scott Brad ner &Ben Gaucherin 2024

DNS, Anycast Root Servers

— * DoS attacks mitigated

e.g., DDoS attack on roots
November 30,2015

* Some servers, not anycast,

impacted
e 25.Cw @
Lm = =
DNS query load
DNS server health
during the attack
5 Copyright © Scott Bradrer &Ben Gaucherin2016
DNS, resolving sequence
Ripe 3 x
—~  Reminder: DNS Resolving
Question:
www.ripe.net A
@ @n»\u ripe.net / root-server |
msath 7/ sk net server @ X gild-servers net’
Resolyer|«———— fCachiﬁ !
orwarder | www.ripe.nct A 2
(recursive) |<><———— ,AT‘EE’ E:’F’
AdITo cache:
www.ripe.net A 7
T
19300205 —
6 Copyright © Scott Brad ner & Ben Gaucherin2016
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DNS, Vulnerabilities

Ripe Ao
==ncc DNS Vulnerabilities

Corrupting data \
impersonating master
" a4 Cache impersonation

. i !
W master Caching mwamﬂ/

Dynamic §®
updates ‘ ﬁ

‘ slaves | resolver

Cache pollution by
\ \ Data spoofing
Unauthorized updates

Altered zone data

Server p‘wlec(ion Data protection
9
7 Copyright © Scott Brad ner & Ben Gaucherin2016
DNS, Threats

* How does client know that
resolution came from

correct server?

golem> dig qaws2.com

e e dawsz00m * How does client know that

 Got answer.
P T data was not modified in
1 quer 1 sier o oo v

transit

+ QUESTION SECTION:
‘qaws2.com

" How does client know that
“ NXDOMAIN is real

;; AUTHORITY SECTION:
com

N son
agidsenvers net nstidverisign-
rs.com. 1451005688 1800 900 604800 86400

- Queytime: 23 msec DNS message that says a domain
: SERVER 127.0,0.1#53(127.0,01) N
WHEN: Thu Dec 24 2008.24 2015 does not exist

i MSGSIZE rovd: 100

8 Copyright © Scott Brad ner & Ben Galcherin2016

DNSSEC

¢ Authenticatesdata

Q“SSE(‘ exchanges in DNS system

SHh ), Provides for dataintegrity of
) 4 DNS data

sé;UREO * Signdata in domain zones
Afiias e Describegapsin zone

(NXDOMAIN) and sign
e Signresourcerecords inzone

9 Copyright © Scott Brad ner &Ben Galcherin2016
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DNSSEC: signature for DNS entry

Ripe

—ce RRSIG RDATA
+ 16 bits - type covered <+ ———
8 bits - algorithm = ijj

+ 8 bits - nr. labels covered «—— T
« 32 bits - original TTL -*i—kﬁ

ripe.net. 3600 IN RRSIG Al[§ [2/(3600 (
—* [20031104144523(20031004144523| (3112 ripe.net]

[ VJ+8ijXvbrTLeoAIEK/qMrdudRnYZM 1
VhYUACYKe2X/[qYM(SUrmhPo40/GOZIW
66DJUbZPMNSYXW==]) signature|field

« 32 bit - signature expiration
- 32bit - signature inception «— |
+ 16 bit - key tag «—— e

+ signers name <

10 Copyright © Scott Bradner & Ben Gaucherin 2016

DNSSEC: public keys published in DNS

&t DNSKEY RDATA

— 16 bits: FLAGS «

~ 8 bits: protocol«
— 8 bits: algorithm «
— N*32 bits: public key<

Example:
ripe.net. 3600 IN DNSKEY 256 3][5)
AQOVhvXXU61PrasCwELcqqqigddJ

CALG4C9EtraBKVd+vGIF/unwigfLOA
0O3nHp/cgGrG6gJYe8OWKYNgq3kDChN)

11 Copyright © Scott Bradner & Ben Gaucherin2016

DNSSEC, political issue

¢ RootsignedinlJuly2010

m Political issue: who manages the
S root private key?

Internet Assigned Numbers Authority

Keyholder could, in theory, lock
countries (ccTLDs) out of DNS

12 Copyright © Scott Brad ner &Ben Galcherin2016
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Protecting the infrastructure

Emergency communications

CSCI E 45b: The Cyber World—part B

1 Copyright ©Scott Bracher & Ben Gauchern 2016

Emergency Communications 101

* Different situations

Citizen to government

e.g., 911 - request emergency help

EME!%ENCY

Government to citizen

e.g., emergency broadcast system -

warn of tornado
E.g., Amber alert

Government to government

e.g., GETS - emergency workers
communicating

2 Copyright ©Scott Bradner & Ben Gaucherin 2016

Emergency Communications, Contd.

* Whattodoina congested
network?
Citizen to government

EME!%ENCY

Cannot authenticate citizens - so
cannot give special treatment
DosS risk

Government to citizen -

Assume authentication - but how
to interact withaccess networks?

i.e., how to pass authentication and
authorization?

What kind of special handling?

Government to government

Same issues as government to
citizen except authentication is

harder

3 Copyright © Scott Brad ner &Ben Galcherin2016
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Emergency Communications, Contd.

* Bigproblem #1 - regulators

assume that thelnternet
works like the PSTN

PSTN admission control

means calls only go through
if there is enough capacity

Fast busy signal if not
No such function on the packet-

based Internet

Interoffice Trunk

Copyright © Scott Brad ner &Ben Gaucherin2016

Emergency Communications, Contd.

e GETS provides for priority

63 wsmnsiese call placement
L &

Government Emergency
Mo Sate et

e s 1710-627-4387 Telecommunications Service

won 12348676.9102
s D Area Corle + Number

Does not preempt existing calls
Preemption = terminate other calls

Preemption illegal in the US

* Too manyregulatorsassume
that per-packet

prioritization getsthe same
results

Copyright © Scott Brad ner & Ben Gaucherin2024.

Emergency Communications, Contd.
* With PSTN & preemption

Limit total # of calls at each
priority

Action granularity
= call

Calls are allowed to be placed
only if there is capacity so that
they will receive full quality

Copyright © Scott Brad ner &Ben Galcherin2016
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Emergency Communications, Contd.

* With Internet and packet
arity prioritization
" No limit on # of calls

Action granul

= packet

Packets lost from all calls if there
is congestion

Lower priority calls lose more
packets

Packet loss impacts call quality

Loss > 10% makes calls generally
unintelligible

Simple prioritization of packets

based on call value will mean that
low-value calls will be useless
And high value calls will also if there

are too many

7 Copyright © Scott Brad ner &Ben Gaucherin2016

Emergency Communications, Contd.

¢ Bigproblem #2 - regulators
do not acceptISP’s
assertionsthat they have

plenty of capacity
Insist on mandating QoS controls

L e e tO SUPPOrt emergency
Google backbone link utlization communications

* ISPs are worried that any

QoS controls would:
Make their networks more

complex
Make their networks less secure
Make their networks more

susceptible to DoS attacks

8 Copyright © Scott Brad ner & Ben Gaucherin 2016

Citizen to government

* Enhanced 911 (E911)
* Needlocation to call, caller’s
location & call-back number

EMERGENCY| . .
\/ ¢ Locationto call: Public-

safety answering point

(PSAP) (U.S.)

Answers 911 calls

A1y 5,748 PSAPs in U.S. (2023)
“?“h“ ¢ Telephone company maps

911 call to number of PSAP

that covers the area where
the callis from
Not necessarily the closest PSAP

Usually use political boundaries

9 Copyright © Scott Brad ner &Ben Gaucherin2023
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E911:wireline

* Local phone company
receives a call to 9-1-1

* Phone company needs to

L 4/}!& determine location of caller

Forwards call to special 911
telephone switch

911 switch looks up calling
number in a database to get
location

Uses caller ID to get calling number
Maps calling number to location
Termination point of wire

Database usually maintained by
local telephone company

* Looks up locationin 2nd

databaseto select PSAP

10 Copyright © Scott Brad ner &Ben Gaucherin2016

E911:cellular

¢ Local phone company
receives call to 9-1-1

LEY A * Phone company needs to
L determine location of caller
-»

Triangulation by multiple call

5 towers

Signal strength, time difference, etc.

_BFE—R GPS in phones

* Looks up locationin 2nd

databaseto select PSAP

11 Copyright © Scott Brad ner & Ben Galcherin2016

E911:VolP

* Notsupported byall
M vendors

* VolP company receivescall
to9-1-1

— * Phone company needs to
Name: . .
Adoress #1 [——] determine location of caller

Address#i2 [ ] Caller has recorded an address
City: | — Issue if customer moves phone and
State ] forgets to update location
Other options under
development

e Looks up locationin 2nd
databaseto select PSAP

12 Copyright © Scott Brad ner &Ben Galcherin2016
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Next Generation911(NG9-1-1)

* North American Emergency
Number Association

developed an IP-based
emergency calling system
ASSOCIATION for North America

Slow deployment (started 2008)
* Based on IETF standards

Geographic Location/Privacy
- Ay
V\\/\/\_' (geopriv) WG

32 RFCs, including location object

1 E T F Emergency Context Resolution
with Internet Technologies (ecrit)

“?“““'“ WGZZ RFCs, many defining LoST

13 Copyright © Scott Bradrer &Ben Gaucherin2023

E911:LoST

prp— * Location-to-Service
1 %Wch B Translation Protocol (LoST)

* Selecta PSAP based onreal
world location
Input: civic location or lat/long

* Replace telephone company
location-to-PSAP database

Uses coverage polygons
* Device just needsto know

its location
Programmed into device
Pick up from network

GPS

14 Copyright © Scott Brad ner & Ben Galcherin2016
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Protecting the infrastructure

Conclusion

CSCI E 45b: The Cyber World—part B

1 Copyright ©Scott Bracher & Ben Gauchern 2016

Threats viatheInternet

* Internetis a threat highway
— 1 Attacking individuals

" Attacking “critical infrastructure”
4 f l SCADA controllers particularly
vulnerable

Controllers may already be hacked
* Issue:toomuchaccessible

data

Compartmentalize & isolate

2 Copyright ©Scott Bradner & Ben Gaucherin 2016

Threats to theInternet

¢ Attack middleware systems
DNS, routers & routing, time

* Reliability and protection
were required in the old

telephone system by
regulation

Not in Internet

* Internet redundant topology
helps a lot

i ctes s Since 1994 |ETF protocol
designers haveto consider

security

3 Copyright © Scott Brad ner &Ben Galcherin2016
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Threats to the Internet. Contd.

* Some voluntary U.S. federal
initiatives

The National Strategy to Secure
Cyberspace
Framework for Improving Critical

Infrastructure Cybersecurity
e Butlittle consistent

Idea #1: Ingress

direction or emphasis
e ISP ingress filtering can help

limit spoofing
e ISP static routing can help
limitimpact of

misconfigurations

4 Copyright © Scott Brad ner &Ben Gaucherin2016

Denial of Service (DoS) attacks

EEXE==ETD: « DoS attacks on Internet
services can be disruptive

E.g., DoS attacks on DNS root
servers

Proper design can limit impact

* DoS attackson user logins

can block useraccess

e ol

5 Copyright © Scott Brad ner & Ben Galcherin2016

Threats to routing

¢ Disruption
Block routing updates

Authentication of routing
exchanges helps limit

* Falsification

TR SMEeewsse nject false routes to redirect or
— =] . interfere with traffic
EI: IETF sidr WG developing ways to
< DEE secure interdomain routing
e Y Can block forging of route origin

information
More protections coming

6 Copyright © Scott Brad ner &Ben Galcherin2016
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Threats to routing, contd.

¢ Stress
Routing tables are big

@ .
Configuration errors can expand
mal them and cause routers to crash

* How big anissue?

Few major outages
More atheoretical problem that

a common one
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Threats to DNS

* DoS threat to DNSservers
+ &= mitigated by use of

i'g,? i o P replicated serversaccessed
el o through anycast

= s Root &TLD servers
Some enterprise servers as well

QNSSEC * DNS resolving process
vulnerable to the injection
Vs .

47 of incorrect data

Direct user to wrong server

SECURE'?.M DNS Security (DNSSEC) solves
A issues but is poorly deployed
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Emergency communications

* Packet-based Internet does
not workin the same was as

‘EWMERGENGY circuit-basedtelephone
network

* Thus teleco systems
emergency communications

technologies do not work on
the Internet

* Regulators stillwant same

results
* Best-effort Internet works

quite well in emergencies
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