slide-1IP Next Generation (IPng)A path to the future.

slide-2HistoryuWhy?apparently running out of IP addressesrouting table bloatuAugust 1990projected exhaustion of Class B space by March 1994uNovember 1991Routing and Addressing (ROAD) group formedROAD report (March �92)do CIDRissue call for IPng proposals slide-3History, contd.uJuly 1992IAB issues "IP version 7"IETF issues call for IPng proposalsuJuly 1993ipdecide BOF & IESG plenary IESG take on responsibility making IPng recommendation(not let the market decide)uAugust 1993temporary IETF area formed to consolidate IPng activity slide-4History, contd.uDecember 1993RFC 1550 call for IPng White PapersuJuly 1993IPng recommendationuOctober 1994IESG approved recommendationuFebruary 1995base documents ready for Proposed Standard slide-5IPng Proposalsumultiple working groupsudifferent approaches to solve addressing and routing problemsudifferent views on problemsuoptimize different aspects of problemsunot right or wrongulearned from all efforts slide-6Available TimeframeuAddress Lifetime Expectations (ALE) working groupFrank Solensky, FTP Software <solensky@ftp.com>Tony Li, Cisco Systems <tli@cisco.com>umade prediction at Seattle & Toronto IETF meetings2005 - 2011umixed view of confidence levelquestions on base data & assumes no paradigm shiftsrouting tables are still going to be a problem slide-7Scope of IPngudevelopment, testing & deployment will take timeustill we seem to have adequate time in IPv4 address space but not excessive (excluding paradigm shifts)ucan do more than ’just’ fix addressesuuse requirements process to determine actual scope of IPng effort slide-8IPng Technical Requirements uIPng requirements processFrank Kastenholz, FTP Software <kasten@ftp.com>Jon Crowcroft, UCL <J.Crowcroft@cs.ucl.ac.uk>uRFC1550 request for white papersurequirements documentbased on Frank Kastenholz/Craig Partridge draftcriteria, discussion & time frameuRFC 1726 slide-9IPng Criteriauat least 109 networks, 1012 end-systemssafer goal 1012 nets, 1015 end-systemsuconservative routing schemesutopologically flexibleuhigh performanceustraightforward transition plan from IPv4urobust serviceumedia independent slide-10IPng Criteria, contd.udatagram service uautoconfigurationusecure operationuglobally unique namesuaccess to standardsusupport multicastinguextensibleusupport service classes slide-11IPng Criteria, contd.usupport mobilityuinclude control protocol (ping etc.)usupport for private networks (tunneling) slide-12Result of Proposal Reviewsusignificant flaws seen in all proposalsurevised proposal offered by SIPP WG after reviewsuanswers most of the perceived problemsrouting and addressingtransitionautoconfigurationsource routing supportusynthesis of multiple efforts slide-13Address Lengthuhotly discussed issueufour basic views8 bytes is enough, more is inefficient16 bytes is about right, 8 is not enoughuse 20 byte NSAPs, provide global harmonizationvariable length gives best safety and efficiencyumany detailed argumentsuconsensus is that 16 bytes is enough slide-14IPng descriptionuexpanded from IPv4 addressing capability (16 byte addresses)usimple headerusupport for extension headers and optionsusupport for authentication and privacyusupport for autoconfigurationusupport for source routesusimple and flexible transition from IPv4uflow ID slide-15IPng Addressesupropose mapping algorithms from and to other environmentsuwhere addresses are globally unique and assigned with regard to network topologyuIETF should work with other organizations for development of such mappingsucommon addresses facilitate transition to IPngugoal to provide a 1:1 mapping between address types (e.g. IPX, NSAP, E164) slide-16IPng DocumentsIPng Specification: R. Hinden, Ed. IPng Protocol Specificationdraft-hinden-ipng-ipv6-spec-00.txtAddressing Architecture:R. Hinden, Ed. Png Addressing Architecture draft-hinden-ipng-addr-00.txtY. Rekhter et al An Architecture for IPv6 Unicast Address Allocation draft-rekhter-ipng-arch-IPv6-addr-01.txtInternet Control Message Protocol:A. Conta et alICMP and IGMP for the Internet Protocol Version 6 (IPv6)draft-ietf-sipp-icmp-igmp-00.txtTransition Mechanisms:R. Gilligan Simple Internet Transition Overview draft-gilligan-ipv6-sit-overview-01.txtR. Gilligan et al Transition Mechanisms for IPv6 Hosts and Routersdraft-gilligan-ipv6-trans-mech-00.txt slide-17IPng Documents, contd.SecurityR. AtkinsonIPv6 Security Architecture draft-atkinson-ipng-sec-00.txt.R. AtkinsonIPv6 Authentication Header draft-atkinson-ipng-auth-00.txtR. AtkinsonIPv6 Encapsulating Security Payload (ESP) draft-atkinson-ipng-esp-00.txt Domain Name SystemS. Thomson et al DNS Extensions to support IP version 6 draft-thomson-ipng-dns-00.txt, October 1994.Auto ConfigurationS. Thomson et al IPv6 Address Autoconfiguration Protocol slide-18IPng Documents, contd.Program InterfacesR. Gilligan et al IPv6 Program Interfaces for BSD Systems draft-gilligan-ipv6-bsd-api-00.txt OSI NSAP MappingB. Carpenter et al Recommendations for OSI NSAP usage in IP6draft-carpenter-ip6-nsap-map-00.txtRoutingT. Li et alERP IPv6 Routing Header draft-sdr-ipv6-format-00.txtG. MalkinRIP for IPv6 draft-ietf-ripv2-ripng-00.txtY. Rekhter et alIDRP for IPv6draft-ietf-idr-idrp-v6-00.txtF. Baker et alOSPF IPv6 Extensions draft-ietf-ospf-ipv6-ext-00.txt slide-19Securityuthere is a recognition that the Internet needs strong securityuthe goal is to provide strong protection as a matter of course throughout the Internetuseparate use of encryption from use of authenticationusupport of authentication header is required in IPngusupport of privacy header is required in IPng slide-20Security, contd.ua key management infrastructure is required but outside of IPng effortuinclusion of cryptography for authentication and/or privacy may add to the cost and impact the performance of an implementation, but it is worth the costuIETF work underway to embed signed keys in DNSuneed framework for firewalls under IPng slide-21IPv6 Header 012345678

345678901

678901111

122222

3VersFlow LabelPayload LengthNext HeaderHop LimitSource IP AddressDestination IP Address

162024283236

slide-22IPv6 Header FieldsVersion - Internet Protocol version # = 6 (4-bit field)Flow Label - used to label packets requesting special handling by routers within a network (28-bit field)Payload Length - length of the packet following the IPv6 header, in octets (16-bit unsigned integer)if = 0 the actual packet length in Hop-by-Hop option Next Header - the type of header immediately following the IPv6 header (8-bit selector field)Hop Limit - decremented by 1 by each node that forwards the packet. packet discarded if Hop Limit is decremented to zero (8-bit unsigned integer) slide-23IPv6 Header Fields, contd.Source Address - an address of the initial sender of the packet (128 bit field)Destination Address - an address of the intended recipient of the packet (128 bit field)may not be the ultimate recipient, if Routing Header is present slide-24IPv6 Header Changes from IPv4ulonger address - 32 bits -> 128 bitsufragmentation fields moved to separate headeruheader checksum field eliminateduheader length field eliminated (fixed length header)ulength field excludes IPv6 headeru�Time to Live� -> �Hop Limit�u�Protocol� -> �Next Header�u64 bit field alignmentuadded Flow Labeluexcluded TOS bits slide-25IPv6 Extension Headersuless used functions moved to Extension Headersuonly present when neededuextensibleHob-by-HopRoutingFragmentAuthenticationPrivacyEnd-to-End slide-26Hop-by-Hop Options Headeruused to carry optional informationuexamined by every node along packet�s delivery pathue.g., extended packet length option slide-27IPv6 Header Option Handlinguhighest-order two bits of each option specify the action to be taken if unknown option00 - skip this option01 - discard the packet10 - discard the packet & send ICMP message11 - undefinedeases introduction of new optionsuthird-highest-order bit in Hop-by-Hop optionsinclude option in the Authentication integrity assurance computation (option data that changes en route must be excluded) slide-28Routing Headerulists one or more intermediate nodes to be "visited" on the way to a packet’s destinationunodes or clustersudesigned to support SDRP slide-29Fragment Headeruused to send payloads larger than path MTU to destinationufragmentation performed only by source nodes slide-30Authentication Headeruprovides authentication and integrity assuranceuuses Security Assoc. ID (SAID)identifies to the receiver(s) the pre-established security association to which this packet belongs. (32 bit field) slide-31Privacy Headeruprovides confidentiality by encrypting dataudata can be transport-layer (e.g. UDP or TCP) frame entire IPv6 datagrampart of IPv6 datagramumust be the last non-encrypted field in a packet (if present)uuses Security Association Identifier (SAID) slide-32End-to-End Option Headeruused to carry optional information uexamined only by destination nodeusame format as Hop-by-Hop Option header slide-33Packet Size Issuesuminimum link MTU = 576 bytesIPv4 = 68 bytesulinks with MTU < 576 must do link-layer fragmentation & reassemblyuIPv6 nodes may avoid Path MTU Discovery by limiting packets to 576 bytesuminimum reassembly buffer = 1500 slide-34Flow LabeluT - time sensitivity0 = yes1 = nouTC - Traffic Classtype of flowuFlow ID - random, unique-to-source valuecombined with source address to identify traffic flow

flow ID124TTC3

slide-35IPv6 Address RepresentationuHEX in blocks of 16 bitsABFE:76B3:0000:0000:0000:34DE:3421:0012uleading zero suppressionABFE:76B3:0:0:0:34DE:3421:12ucompressed format removes strings of 0sABFE:76B3::34DE:3421:12 slide-36IPv6 Address TypesAllocationPrefix (binary)Fractionreserved0000 0000 1/256reserved0000 0001 1/256NSAP Allocation0000 001 1/128IPX Allocation0000 010 1/128reserved0000 011 1/128reserved0000 1 1/32reserved0001 1/16reserved001 1/8provider-based unicast010 1/8reserved011 1/8reserved for geographic100 1/8reserved101 1/8reserved110 1/8reserved1110 1/16reserved1111 0 1/32reserved1111 10 1/64reserved1111 110 1/128local use address1111 1110 1/256multicast address1111 1111 1/256 slide-37IPv6 Unicast Address ExamplesuAddress Autoconfiguration exampleuglobal provider address example

subscriber prefixsubnet IDnode IDnm48provider prefixsubnet IDnode IDnm125-n-m-p

slide-38IPv6 Unicast Address Examples, contd.ulocal use address exampleuloopback address FE00:0:0:0:0:0:0:1 ( FE00::1)uunspecified address0:0:0:0:0:0:0:0 (0::0)

subnet IDnode IDn120-n-m1111 11108m0000....0000

slide-39uIPv4-only address exampleuIPv4 compatible IPv6 address exampleIPv6 Unicast Address Examples, contd.

8032160000....0000IPv4 addressFFFF8032160000....0000IPv4 address0000

slide-40Other IPv6 Address Examples, contd.ucluster address exampleuIPv6 multicast address examplelow order flag bit0 - permanent1 - non-permanent

cluster prefix00000.....00000n128-nGID41121111 11118flagsscop4

slide-41OSI NSAPs & IPv6ubasic recommendationuuse NSAP with imbedded IPv6 addressuuse normal IPv6 address architecture uif mapping neededcan map some NSAPs into 16 byte IPv6 addressnot encouragedrequires routing exchange between environments slide-42IPv6 Transition Goalsuallow incremental upgrade from IPv4 hosts to IPv6ufew sequence dependenciesusupport what vendors will douallow IPv4-only hosts to talk to IPv6-only hostsufinish before IPv4 addresses run out slide-43IPv6 Transition TechniquesuIPv4 compatible addressesuIPv4 address embedded in IPv6 addressuIPv6 in IPv4 encapsulationutunnel IPv6 across IPv4 topologyuIPv4 <-> IPv6 header translationoptional slide-44IPv6-in-IPv4 Encapsulationuallows IPv6 hosts to exchange traffic over IPv4 networksu’sending rules’ tell hosts & routers when to encapsulateuuse of embedded IPv4 addresses allow tunnel auto-configurationumostly used host-to-host & router-to-hostuencapsulated by IPv4 source nodeuIPv4 ICMP errors return to the right place slide-45IPv6/IPv4 Header Translationuallows IPv6-only hosts to exchange traffic with IPv4-only hostsurequires translating router within networkualgorithmic mapping of addressesutranslation discouraged by many slide-46Address Autoconfigurationuthree types of autoconfigurationserver-lessstate-less serverstate-full serveruIPng Address Autoconfiguration effort deals with 1st twouDHCP deals with state-full serverusecurity policy an issueuaim to minimize host knowledge of routing