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Testing the Devices

PTA

• Performance Testing Alliance

• vendor & user group

• device testing

• software testing
1

Just how does one find out
what is real?

i
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BMWG Life on a real world network:

Benchmarking Methodology Working Group

• Part of IETF
Internet Engineering Task Force

• Sanctioned by IAB
Internet Activities Board

• Addressing:
1 • define terms

throughput
latency
etc

2 - define device classes
stand alone

bridges
routers
gateways

host dependent
network Interfaces
software

3 - define specifIc tests
4 - define reporting terminology

• Mailing list
bmwg-request@harvlsr.harvard.edu
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Pathological conditions:

Peak load
• arp storms
• broadcast storms
• rwho on diskless nodes
• bootp
• tftp booting

Back-to-back packets
• NFS traffic
• routing updates
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Life on a real world network:

"Normal" conditions

• NFS servers
• named
• NNTP
• SMTP
• PC clusters
• FTP
• terminal servers

TMtDMign-S

Potential zaps

Network management
• standards

SNMP, CMOT
• proprietary

Documentation
• Fit for human consumption?

User interface
• How expensive a guru Is needed?

Reachability
• Can it be managed over the network?
• How easy is it to crash the router

so that it requires manual intervention?
• How easy is it to overload the router so

that the processor does not respond to
commands on the serial line?
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Life on a real world network:
Packet length distribution on Harvard subnet
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Life on a real world network:

Security

• What access controls on router?
• What sorts of filtering can

be done on traffic?
• On source of traffic
• On destination of traffic
• On protocol type?

Pttfttt Ungth
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Testing, how to simulate real world
• Can't do a very good job of

simulating the "real world"

• Easy to check simple things
Idle state
Delay through router
Effects of various filtering options
Accuracy of counters
Reaction to error packets
Effect of different protocols

• Not too hard to simulate the pathological conditions
High offered load
Back to back packets

• Much harder to test for table space related limits
Routing table size
Arp cache size
Filtering list space

We put together a setup that would do some of
the easy tests, and punted on the harder ones
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Traffic generator

• built by Terry Bradley of Wellfleet Communications
• based on the Wellfleet platform (LN & CN)
• includes controls for protocol type, packet size,

speed (from 1 to 14,500 packets per second),
and count (1 to 10,000,000)

• designed to be able to implement some of the
BMWG tests
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Test set up

HP4B72A
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Terry

Terry was one of nine founding engineers at Wellfleet
and has contributed to the Architecture of the
Bridge/Router, developed the lower layer protocols in
the product and was one of the pioneer implementors
of SNMP.

Terry is currently managing Wide-Area protocol
development and also runs the QA group at Wellfleet.

Prior to Wellfleet, Terry worked for AT&T Bell Labs and
Logica UK.
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Packet source Source data rate

• Wellfleet router with special software
/ • on Ethernet

• command line:
size theor slot 3 slot 4

source s lo t count pro toco l i fg length 64 14880 14489 14549
128 8445 8324 8340

slot:
3 s Source A
4 s Source B

count: number of packets to transmit
protocol: Slot 3

0. AppleTaik Phase 1
1. Novell IPX
2. DECnet1.1->1.3
3. UOP/IP 192.32.100.1 -> 192.32.200.1
4. Bridgeable Protocol 0900 (UB net debug)
5. AppleTaik Phase 2

protocol : S lot4
3. UDP/IP 192.32.101.1 -> 192.32.201.1
4. Bridgeable Protocol 0900 (UB net debug)

ifg: waft loop count between frames
length: frame length (w/o CRC)
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Start command

• separate command to start the frame stream

a 31.slot.4.1 [ 31.slot.4.1 ]

• two data streams will be started if the «
command has two arguments

TMt OMlgivM

Keep Alive source
• many protocols require "keep alive" traffic

• slots 2 & 5 of the modified router can
produce "keep allves"

• support for:
ARP
AppleTaik I
AppleTaik II
DECNET
IPX
bridge

TMI DMlflfVlO



Device configuration

• device to be tested Is configured at the
start of the tests

• all of the protocols to be tested are configured

• configuration kept the same until filtering tests

• fitters added without changing any other setup

• bridging test configured & run separately

Procedure: raw rate

• HP 4972A Ian analyzer connected to the router output
• HP analyzer running the stats program

• send about 20 sec worth of frames at min ifg

• reset stmts after the start of the frame stream
• watch the "10 sec avg" to get the output rate
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Procedure: delay

• send 2000 frames of IP traffic with a ifg of "5000"

• using the scope, measure the time between the
end of the input frame and the beginning of
the output frame

TMt DMigi>>lS

Procedure: max rate

• HP 4972A Ian analyzer connected to the router output
• HP analyzer running the stats program

• reset stats
• send 20 to 30 sec worth of frames through device

with a specific ifg

• after all frames have been sent, look at the
"total frames" count on the HP.

If received count is less than sent, increase the
ifg and try again

If received count Is the same as sent (+ any
keep alives) reduce the ifg and try again

• the "max rate" Is the point at which if the ifg
Is reduced by 1 the full count of frames will
not get passed

• after getting the ifg value, reconnect the HP to the
packet source and rerun the frame stream.

use the HP "10 sec avg" to determine the "max rate"
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Procedure: dual stream

• HP 4972A Ian analyzer connected to the first of the
router outputs

• HP analyzer running the stats program

• set both the slot 3 and slot 4 generators up:
with a "0" ifg
using IP
with the same frame count and size

• start both slot 3 and 4 with a single « command

• reset stats
• use the "10 sec avg" to determine the rate

• reconnect the HP to the other output
• rerun test to get 2nd rate
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Test Frames
IP frame

1WJ2.100.1-* 192.32.200.1

i p 2 _ f r s e » ( 4 0 | - (
Ox** , 0x00, 0x04, 0x00, 0x02, 0x04,
Ox** , 0*00 , 0x04, OxOO, OxOl, 0x04,
0x00, / • * y p « fi e l d h i b y •/
0x00, / • *yp« fi e l d l o b y •/
0x43, 0x00, 0x00, Ox lo , 0x00, 0x00, 0x40, 0x00
OxOe, Oxl l , 0xa4, Ox«d, OxoO, 0x20, 0x(4, 0x01
OxoO, 0x20, OxoO, 0x01, 0x00, 0x01, 0x00, Oxo7
0x00, 0x00, 0x92, 0xS2, 0x00, 0x00, O x f f , Oxl f
0x00, 0x02,
■OoO IP tee*»
>;

DECmt frame
1.1>»1.3

dn frmM(M) - (
Ox**, 0x00, 0x04, 0x00, 0x02, 0x04,
Ox**, 0x00, 0x04, 0x00, 0x01, 0X04,
0x40, / • * » e fi e l d h i b y •/
0x03, /• type field loby •/
Oxl», 0x00, 0x01, OxO<, 0x00, 0x00, Ox**, 0x00
0x04, 0x00, 0x09, 0x04, 0x00, 0x00, Ox**, 0x00
0x04, 0x00, 0x01, 0x04, 0x00, 0x00, 0x00, 0x00
■■CI, lMt DSCnet tMt'

Toat OMlg(v23

between vs within

• "between Interface cards" means
Input on a port on one Interface card
output on a port on a 2nd interface card

• "within Interface card" means
input and putput ports are on the same
Interface card

• In dual stream case: "between" means
2 input ports on one Interface card
2 output ports on 2nd card

• in dual stream case: "within'* means
one input and one port on each of
two Interface cards, data stream kept
within card

Test Frames, contd.

Teet 0a*lfln-22

Novell f ram*
()26OJMc2.aol>O.0O05OO0O.>OOO0.0OOd.0001.000O0002

i p x _ fr e a e « 0 ) - <
Ox** , 0x00, 0x04, 0x00, 0x02, 0x04,
0x02, OxCO, Ox«C, 0x2 * , 0x08, OxO*,
0x00, /• l e n g t h f i e l d h i b y • /
0x24, /• l a o g t h f i e l d l o b y • /

/ • no eeep deep Ctr l
/ • e te r t IPX BOO . . . •/

OxfT, Ox fT, /• n u l l e d e h e o k e u m • /
0x00, 0x2«, /• l e n g t h • /
0x00, O x l l , /• t • /
0x00, OxOS, 0x00, 0x01, /• I P X d e e t • /
0x00, 0x00, 0x00, 0x00,
0x00, 0x02, 0x40, 0x03,
0x00, 0x03, 0x00, 0x00, /• I P X e r e • /
0x02, 0x<0, OxSC, 0x2 * , OxOS, 0x0*, /«M*C ace*/
0x04, 0x31, 0x33, 0x33, 0x32, 0x02, 0x00, 0x00,
0x00, 0x00, OxSf, 0x33, 0x3* , 0x4* . 0x33, 0x41,
0x4*.
»;

0x77
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Test Frames, contd. Keep Alive Frames, contd.
• AppeYTaft ■ frame • tn keepcJrve frame

5.65^107.3 l p z _ k e e p e l l v e _ f r a a e ( 7 e | - »
I OxfT, Ox fT, Ox fT, Ox fT, Ox fT, Ox fT,

ap t2_ frxme(CO) - ( Ox** , 0x00, 0x04, 0x00, 0x04, 0x04,
Ox** , 0x00, 0x04, 0x00, 0x02, 0x04, 0x00, / • l e n g t h f i e l d h i b y • /
0x02, 0x40, OxtC, 0x01, 0x12, 0x3* , 0x40, / • l e n g t h f i a l d l o b y • /
0x00, / • l e n g t h f i e l d h i b y • / /• no aaap deep Ctr l • /
0x23, / • l e n g t h f i e l d l o b y • / /• etert IPX POO . . . •/

1 O x * * , Ox** , / * e e e p d e e p o t r l • / Ox fT, OxfT, / • n u l l e d a h a e k e u m • /
0x03, 0x00, 0x40, / • l e n g t h • /
0x00, 0x00, 0x07, / • s t e p • / 0x00, 0x01, / • t • /
0x80, Ox»B, 0x00, 0x04, 0x00, 0x00, / • I P X d e e t • /
0x04, oxia, 0x00, 0x00, 0x00, / • e text APT POO..• / OxfT, OxfT, OxfT, OxfT,

1 O x C B , 0x00, 0x03, 0x03, 0x04, OxTB, OxfC, 0x03, OxfT, OxfT, 0x04, 0x33,
Ox<0, 0x01, 0x02, 0x44, 0x02, 0x00, 0x00, OxOT, 0x00, 0x04, 0x00, 0x00, / • I P X e r e • /
O x l l , 0x00, OxfT, OxfT, 0x00, 0x41, 0x00, 0x00, Ox** , 0x00, 0x04, 0x00, 0 x 0 4 , 0 x 0 4 , / • t t * C a r e • /

1 0 x 0 0 , 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x04, 0x53, 0x00, 0x02, 0x00, 0x01, 0x00, 0x00,
0x00 0x00, 0x01, 0x00, 0x01, 0x00, 0x02, 0x00, 0x00,
); 0x00,

0x00,
0x01, 0x00, 0x01,
0x02, 0x00, 0x03,

0x00, OxOB, 0x00, 0x00,

• bridge teet frame 0x00, OxOS, 0x00, 0x01, / • IPX node edd reae • /
0000 a Til 1333 neflfl 03111133 0x00, 0x02, 0x00, 0x03

l b 2 _ freme{CO] - (
);

Ox**, 0x00, 0x03, 0x33, 0x33, 0x33,
0x00, 0x00, 0x*3 , 0x33, 0x33, 0x33,
0x0*, / • t y p e f i e l d h i b y • /
0x00, / « t y p e f i e l d l o b y • /
■Wellfleet C o x e u a i a e t i o o a , l t t O L B t e e t « l t « 3 "
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Keep Alive frames Keep Alive Frames, contd.
• am frame • AppleTaik IIAARP reeponee frame

e r p l _f re»e{C01 - ( eexp_ freme(C4] - {
OxfT, Ox fT, Ox fT, Ox fT, OxfT, OxfT, 0x0*7 0x00, 0x07, OxfT, O x f T, O x f T,
Ox**, 0x00, 0x04, 0x00, 0x03, 0x04, Ox** , 0x00, 0x04, 0x00, 0x03, 0x04,
0x00, / • t y p e f i e l d h i •/ 0x00, / • l e n g t h f i e l d h i b y • /
0x04, / • t y p e f i e l d l o •/ 0x24, / • l e n g t h f i e l d l o b y • /
0x00, 0x01, / • x e d i e •/ Ox** , Ox** , / • e e e p d e e p C t r l • /
oxoa, 0x00, / * p r o t o i d •/ 0x03,
0x04, / • t a r ad r l ea •/ 0x00, 0x00, 0x00, / • e n e p • /
0x04, / • p r o t o e d x l e a •/ OxBO, OanTS,
0x00, 0x02, / • opaode sea/ rep•/ 0x00, 0x01, / • t a r t y p e • /
Ox**, 0x00, 0x04, 0x00, 0x03, 0x04,/* phantom'a H*C •/ 0x40, OxiB, / • p r o t o • /
OxCO, 0x20, OxCB, 0x01, /• phentam'e ZP •/ 0x04, / • I O C l e n • /
OxfT, Ox fT, Ox fT, Ox fT, O x f T, O x f T, / * r o u t e r ' • M * C •/ 0x04, / • p r o t o l e n • /
0x00, 0x20, OxCB, 0x02, / • r o o t e r ' • Z P •/ 0x00, 0x02, / • r e e p o n e e • /
•200. l ' e *BT f rame* Ox** , 0x00, 0x04, 0x00, 0x03, 0x04, /• phantom' e M*C •/
>; 0x00,

OxfT,
0x00, Ox4B, 0x03,
Ox fT, Ox fT, Ox fT,

/ • 107.3 phantom'a *TP • /
O x f T, O x f T, / • r o u t e r ' e m * C • /

• DECNETheOo frame 0x00, QxOO, OxCB, OxfO, / • 1 0 7 . 2 3 3 r o u t e r ' a * t P • /
d n h e l l o f xejee[40] - | 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x*B, 0x00, 0x00, 0x03, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00
Ox**, 0x00, 0x04, 0x00, 0x03, 0x04, >;
0x40, / • t y p e f i e l d h i b y • /
0x03, / • t y p e f i e l d l o b y • / • bridge teaming frame
0x22, 0x00, 0x00, 0x02, 0x00, 0x00, l e e m 2 _ f r e m e [ C 0 ) - (
Ox** , 0x00, 0x04, 0x00, 0x03, 0x04, 0x00, 0x00, 0x*3, 0x33, 0x33, 0x33,
0x03, 0x0 * , OxOS, 0x01, 0x00, 0x00, Ox**, 0x00, 0x03, 0x33, 0x33, 0x33,
0x00, 0x00, 0x00, 0x00, 0x00, 0x00, Ox**, 0x00, 0x07, / • t y p e f i e l d h i b y • /

0x04, 0x00, 0x02, 0x04, OxfT, Ox lF, OxfT, 0x02, 0x00, / • t y p e f i e l d l o b y • /
Ox** , Ox** , 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, • W e l l f l e e t n — m l o e t l o n e , 11 * 0 I B l e e x n B l t - 2 "

0x00,
);

0x00, 0x00, 0x00 >;

•
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Test Results: Routers

How fast is fast?

oops
• this round Is of Ethernet to Ethernet

local routers

• announcement sent on comp.protocols.tcp-ip

• some vendors missed

• a number of requests for ka9q & pcroute
ran out of time

Thanks

• Wellfleet Communications, Inc.
test equipment & software

• Terry Bradley of Wellfleet
software

• Scott Baker of Proteon
much help in debugging procedures

• Dan Lanciani
original test software
future test hardware & software

• BMWG
test design

• Cheryl Chapman
tired fingers

Devices: 3com NETBuilder

• vendor
3Com Corporation
5400 Bay front Plaza, P.O. Box 58145
Santa Clara, CA 95052-8145
1-800-NET-3Com

• device tested
NETBuilder Brouter • BR/2000

• transport protocols supported
TCP/IP, OSI-CLNP.XNS

• interconnect protocols supported
• bridge mode supported?

Yes
• routing protocols supported

RIP, EGP, RIP-XNS
• interface types supported

serial from 9.6KB to 6MB
Ethernet, 802.3, SNAP

• management protocols supported
SNMP agent, CMOT agent, TELNET server
"remote" facility (UDP datagram access
to the user interface.)



Devices: BBN Communications T/20 Device: Network Systems Corp. EN640-8

• vendor
BBN Communications
US Corporate Headquarters
150 CambridgePark Drive
Cambridge, MA, 02140
(617)873-3268
FAX (617) 354-1349

• device tested
T/20 Internet Router

• transport protocols supported
TCP/IP

• interconnect protocols supported
DON X.25, Blacker X.25, PPP,
BBN-Trunk, HDLC pass-through

• bridge mode supported
no

• routing protocols supported
EGP, BBN-SPF

• Interface types supported
serial from 600B • 10Mb
Ethernet/IEEE 802.3, 4MB Token Ring,
16MB Token Ring

• management protocols supported
SNMP agent, HMP agent/poller, TELNET

• vendor
Network Systems Corporation
7600 Boone Av. North
Mlnnapllous MN 55428
612-424-4888

• device tested
EN642-8

• transport protocols supported
TCP/IP, DECnet Phase IV, OSI (CLNP)
AppleTaik II

• interconnect protocols supported
HDLC

• bridge mode supported
no

• routing protocols supported
RIP, EGP

• interface types supported
serial from 9.6KB to 45MB
Ethernet, 802.3, fddl, mainframe
computer channels (IBM, Cray, Univac,
Honeywell...) computer bus (Bl, VME, HPIB,
multibus...)

• management protocols supported
SNMP client, TELNET

Devices: Cisco AGS+ Device: Novell NetWare 386 - TCP/IP

• vendor
cisco Systems, Inc.

1525 O'Brien Rd.
Menlo Park, CA 94025
1-800-553-NETS

• device tested
AGS*

• transport protocols supported
TCP/IP, DECnet Phase IV, Phase V,
Novell IPX, XNS, OSI (CLNP), AppleTaik I,
AppleTaik II, Apollo Domain, Banyon Vines

• interconnect protocols supported
HDLC framing, LAPB, X.25, PPP

• bridge mode supported
YES

• routing protocols supported
RIP, EGP, IGRP

• interface types supported
serial from 9.6KB to 4MB
Ethernet, 802.3,4MB Token Ring, FDDI

• management protocols supported
SNMP client, TELNET

• vendor
Novell, Inc.
2180 Fortune Drive
San Jose, CA 95131
1-408-473-8375

• device tested
NetWare 386 TCP/IP Beta release software
onanAST486/25EPC
with two Novell NE3200 EISA Ethernet interface boards

• transport protocols supported
TCP/IP, IPX, OSI (CLNP),
AppleTaik I, AppleTaik II

• interconnect protocols supported
• bridge mode supported

no
• routing protocols supported

rip
• interface types supported

Ethernet, 802.3,4MB Token Ring,
16MB Token Ring, ARCnet, 10 Base T

• management protocols supported
SNMP client, SNMP server



Devices: Proteon P4200 Device: Timeplex TIME/LAN 100

• vendor
Proteon, Inc.
Two Technology Drive
Westboro, MA 01581
(508)898-2800 ext 2330

• device tested
p4200 Multi-protocol Internetworking Router

• transport protocols supported
TCP/IP, IPX, DECnet Phase IV, OSI,
AppleTaik I, XNS, Apollo Domain

• Interconnect protocols supported
X.25, IEEE 802.6

• Bridge mode supported
No

- • Routing protocols supported
RIP, OSPF, EGP

• Interface types supported
serial from 9.6KB to 2.048MB
Ethernet, 802.3,4Mb Token-Ring, FDDI

• Management protocols supported
SNMP client, SNMP server, TELNET

• vendor
Timeplex
400 Chestnut Ridge Rd.
Woodcliffe Lake, NJ 07675
201-930-4600

• device tested
TIME/LAN 100 Router

• transport protocols supported
TCP/IP

• interconnect protocols supported
X.25

• bridge mode supported
no

• routing protocols supported
GGP, RIP, EGP

• interface types supported
serial from 9.6KB to 1.6MB,
Ethernet, 802.3, FDDI

• management protocols supported
SNMP agent

Device: Proteon XP 20000 Device: Wellfleet Link Node

• vendor
Proteon, Inc.
Two Technology Drive
Westboro, MA 01581
(508) 898-2800 ext 2330

• device tested
XP 20000 Multi-protocol Internetworking Router

• Transport protocols supported
TCP/IP, DECnet, IPX, OSI, XNS,
DECnet Phase IV & V, AppleTaik I & II

• Interconnect protocols supported
X.25, Frame Relay

• Bridge mode supported
Yes; spannlng-tree, source-routing

• Routing protocols supported
RIP, OSPF, EGP, IS-IS

• Interface types supported
serial from 9.6KB to 2048MB, Ethernet, 802.3,
4Mb Token-Ring, 16Mb Token-Ring, FDDI

• Management protocols supported
SNMP client, SNMP server, TELNET

• vendor
Wellfleet Communications Inc
15 Crosby Drive,
Bedford, MA 01730
617-275-2400

• device tested
Link Node Communications Server

• network protocols supported
TCP/IP, DECnet, XNS, Novell IPX, AppleTaik II

• interconnect protocols supported
X.25, Frame Relay, LLC1 point to point,
LLC2 point to point

• bridge mode supported?
Yes

• routing protocols supported
Extended RIP, EGP, OSPF

• Interfaces supported
serial from 9.6KB to 6MB,
Ethernet, 802.3, 4 MB Token Ring,
16 MB Token Ring, FDDI, 10BaseT

• management protocols supported
TELNET, SNMP Client,
SNMP server, EMA



Perspective
• 6 M frame per second router on a 9.6KB

link not all that useful

• theoretical frame rates for link speeds
64 octet frames
"ideal" serial links, I.e. no MAC address
rounded up

link speed fps
2.4KB 5
9.6KB 19
56KB 110
64KB 125
.5T1 1508
T1 3016
Ethernet 14,880
T3 >85,C00
FDDI >175,000

Throughput
• getting faster

3 "wire speed" routers
(for some frame sizes)

impressive performance from PC

• cluster of mid range devices
much like new bridges
'6K FPS

Delay
• In all but one case

max delay < 1ms
variability < .5ms

• one case
even distribution from .2 to 10ms
looks like software loop

protocols
• good range of protocols supported

• most devices were a bit slower in
non-ip case

• bridge mode quite good
less need to use two devices



Multi stream
• hard to do good multi-stream test, hard to

see actual peak rates

Proteon XP 20000
combined rate of about 16K FPS
with full speed Input

about 20K if inputs slowed to "10K FPS each

• may be useful, better test needed

ests

• fastest: (alpha order)
BBN, Cisco, Wellfleet

• best pkg:
3com

• most like a mainframe:
NSC

• most surprising:
Novell

• ruggest (& most compact):
Timeplex

• most promising development:
Proteon XP 20000

Back to back

• good test of queue size

• software bug in tester prevented testing

Software versions

• versions of system software used in the tests

3com
1.1

BBN
1.0

cisco
8.20

Novell
1P3

NSC
(oops)

Proteon
p4200-9.1x
XP 20000- 9.1 x

Timeplex
1.X7

Wellfleet
5.40



Performance:
-

3com NETBuilder -TCP/IP
configuration: within interface card

10000-

i

5 0 0 0 -

i
2000-

Packets

j P * r
Second 1000-

! 5 0 0 -

i
.

m .
6 4 1 2 8 2 8 8 5 1 2 1 0 2 4 1 5 1 8

i
Pace* Length

•rmraa"
m a s

Performance:
3com NETBuilder • Bridge Mode

configuration: within Interface card

10000-

sooo-

2000- .
Ptcketa

per
Second 1000-

5 0 0 .

6 4 1 2 1 2 S 0 5 1 2 1 0 2 4 1 5 1 8

Packet Length

"



Performance:
BBN T20 -TCP/IP

configuration: within interface card

Packet Length

theoretical
source
max -a niter 10



Performance:
Cisco AGS* -TCP/IP

configuration: between Interface cards

Pickets
per

Second 1000

I i —
64120 284

theoretical
source
m i l

Packet Length

*
a g o K K e r 1 0

Performance:
Cisco AGS* -DECNET

configuration: between Interface cards

64120 256 1518

Packet Length

theoretlcej
source
Rial

Performance:
cisco AGS* -AppleTaikII

configuration: between interface cards

Performance:
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